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Abstract 

Cloud computing is a new and emerging technology that is currently attracting many 

customers or organizations towards its outstanding advantages. Flexibility, scalability, 

availability, reliability and other interesting cloud features are among its characteristics 

which makes it popular. This study is mainly conducted to solve issues concerning the 

availability and reliability of the systems through developing fault tolerance architecture. 

Many previously developed architectures, concerning the issue of fault tolerance, are not 

effective in terms of utilizing available error-free versions. This study is aimed to develop 

a fault tolerance architecture that can use versions effectively for real-time systems of 

cloud computing. The architecture is developed mainly for real-time systems of cloud 

computing. Regarding real-time systems, previously unconsidered timing issues also got 

focus in the study. To develop the proposed architecture, a reactive approach of software 

fault tolerance is used. The selected fault tolerance technique to design the overall 

proposed architecture is N-version programming. In order to improve resources, 

especially version utilization, breakdown of the overall system into subparts is applied in 

the study. The study is compared with other studies in terms of fault tolerance ability in 

existing error-free software versions while in the presence of faulty versions. According to 

the simulation result, the proposed architecture is advantageous over its original N-version 

technique in terms of fault tolerance capacity.  

 

 Key words- Fault tolerance, Real-time systems, Cloud computing, Versions, reactive 

technique. 
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CHAPTER ONE 

1.1. Introduction 

Cloud Computing is a set of IT Services which are provided to a customer over a 

network and these services are delivered by third party provider who owns the 

infrastructure. A system controlling a given environment by receiving data, then 

processing it and finally responding to the results after applying some processes on it, 

adequately quickly i.e. instantly, to affect the given environment at that given time can 

be called Real-Time Systems [1].  

There are two types of real-time systems: Soft real-time system and Hard real-time 

system. According to Gupta et al. [2], these systems are classified based on the 

consequences of nondeterministic responses. Soft real-time systems are systems where 

missing deadline causes performance degradation. Hard real-time systems are those 

which may cause danger and system failure if the deadline is missed.  Currently, many 

organizations are using a cloud computing system as their service provider. Cloud 

computing is mainly categorized into four groups such as private cloud, community 

cloud, hybrid cloud and public cloud depending on service level.  

There are many types of service models in cloud computing, among those models, the 

most inclusive models are Software as a Service (SaaS), Infrastructure as a service 

(IaaS) and Platform as a Service (PaaS). SaaS is a type of cloud computing service 

model that delivers applications through a browser to thousands of customers using a 

multiuser architecture. The PaaS model makes all of the facilities required to support 

the complete life cycle of building and delivering components and services entirely 

available from the cloud, all with no need of software downloads or installation for 

developers, IT managers, or end-users.  Delivery of computer infrastructure specially a 

platform virtualization environment as a service often known as IaaS. Customers use 

these services based on the pay-on-go way. The service models of cloud computing 

reduce the effort of organizations which needed to achieve their goals and improve their 

service level. There are many cloud servers all around the world so that organizations 

can choose the appropriate cloud system for their purpose.  

Cloud systems can be selected based on different parameters. Among those parameters, 

Reliability and high availability are the most essential characteristics of cloud 
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computing [3]. Even though cloud computing becoming popular and attractive from 

time to time, its fault tolerance capability is yet adolescent [4], [5].  Fault tolerance is a 

major issue to guarantee the availability and reliability of critical services as well as 

application processing and execution [6].  Especially if the organization needs real-time 

services from cloud systems the reliability and quality of the service should be the main 

concerns.  

For a cloud system to be reliable it must be fault-tolerant so that it can continue 

providing a service as much as possible in the presence of the hardware or software 

failure. Fault tolerance means that if a fault occurred in the system, it should be able to 

detect and identify that fault and recovery and improve it without any damage to the 

final output of cloud computing. To make systems to a fault-tolerant, systematic and 

scientific solutions should be applied in the systems correctly. These systematic 

solutions include different types of designs, methods, frameworks, architectures and 

theoretical concepts. In this study, the new proposed architecture called VSFTA is 

presented to make real-time systems of cloud computing fault-tolerant. In this study, 

the term Virtual machine and node are used interchangeably in some conditions. 

1.2. Background of the study 

 A lot of fault tolerance algorithms are developed to increase the reliability of the cloud 

computing service. The techniques that are used to create fault tolerance capability in 

cloud computing can be divided into three general categories. (1) Redundancy 

techniques: Redundancy techniques include hardware redundancy, software 

redundancy, and time redundancy. Hardware redundancy is a method of structural 

redundancy that masks the fault using its overall redundant modules. In this method an 

identical number of hardware modules perform identical operations using similar input 

and an overall systems output will be generated using majority voter. In the case of 

software redundancy, the agenda is running a program with the same input but with 

different implementation algorithms. In software redundancy, fault tolerance can be 

achieved using voters or acceptance testers. In the case of time redundancy, identical 

hardware and software run again and again for a specific period of time and finally, 

output will be compared and selected using majority vote. (2) Tolerance policies: 

generally, there are two mainly used types of fault tolerance policies which are 

proactive and reactive policies. In proactive policy, different cases that might cause 
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fault will be predicted and fault prevention mechanisms will be implemented to the 

system before failure happen. However, in reactive policy fault-tolerance mechanisms 

will be chosen after faults have happened in the system. (3) Load balancing fault 

tolerance: This helps to prevent fault which may happen due to improper resource 

utilization, for example, failure due to task overload can be prevented using the Load 

balancing approach.   

Sometimes some errors or faults occur in the system and the systems become unable to 

produce reliable output in the expected time. To overcome this problem a number of 

architectures were developed. The developed architectures can be grouped into two 

main groups depending on the policy they used. The first is proactive architectures [7], 

[8]. In the proactive method, the occurrence of a fault will be estimated or predicted 

during system development and prevention mechanism will be prepared. Then, the 

occurrence of the fault will be prevented before it happens.  

Fault tolerance techniques that can be developed using proactive fault tolerance policy 

are software rejuvenation, self-healing, and preemptive migration. There are two main 

problems in a proactive fault-tolerance approach that are (i) inaccuracy: some of the 

predictions may not be accurate because the system developers may not always predict 

correctly what may happen later. As a result, unexpected faults can occur. (ii) resource: 

for every estimated fault, the prevention mechanism also should be prepared before the 

fault occurs in the system. This prevention mechanisms need resources. If the estimated 

fault doesn’t happen, the resource will be wasted.  

The second method is the reactive fault tolerance approach  [9]–[11]. In the reactive 

method, after the occurrence of a fault, the system tries to reduce the impact of the fault 

and the failed part recover mechanism takes place to restore the system into its free 

state. Reactive methods are the most used fault tolerance policy because they have 

higher reliability. Fault tolerance techniques that can be developed by using reactive 

fault tolerance policy are checkpoint-restart, retry, replication, rescue workflow, job 

migration, task resubmission, and SGuard. Although the methods are designed for 

higher reliability, the developed algorithms using this method are not using error-free 

nodes efficiently. This means that the capability of the systems which use developed 

architectures to produce output using existing error free nodes or versions is low. In 

short, most reactive architectures use redundancy approach to tolerate faults. They 
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tolerate faults if at least more than half of redundant versions are error free. For large 

systems which can be developed using many redundant versions, previously developed 

architectures are no efficient. In addition,  Sudha Lakshmi developed cloud computing 

fault tolerance architecture using a reactive method that uses acceptance test blocks for 

each process [3], [10]. This architecture also has four problems (i) each algorithm has 

its own acceptance tester block. As the number of processors increases, the time and 

resource required to produce the output also increases. For example, if there are 100 

algorithms, then we need 100 acceptance test blocks as shown in figure 1 below. (ii) 

acceptance testers are individual application dependent if the application is failed 

acceptance tester become idle or fail with that application. (iii)They only check 

acceptance code not the validity of output. This puts the reliability of output in question 

because those acceptance testers only check logical code instead of exact output. 

(iv)The architecture used the concept of software redundancy in which the redundant 

applications are executed in sequentially. Each algorithm is run in series manner (one 

after another), this is expensive and time consuming. When the system run serially, if 

the first algorithm failed, the next will be activated and if it failed again the next to it 

activated and so on. Therefor this approach is not applicable for time sensitive systems. 

To avoid these problems this research uses N-version programming method in which 

all the versions run concurrently, and the correct output will be selected using voter 

algorithm.  In addition, version subgrouping fault tolerance algorithm is proposed to 

increase the utilization of error free versions in the system. 

1.3. Statement of the problem 

Real-time cloud computing systems are systems that are designed to perform intended 

activities in expected time. They are extremely time-dependent and if they respond out 

of expected time, the response becomes invalid or may cause a big danger depending 

on the type of the service. Successful completion of tasks in real time systems depends 

on not only the correctness of the output but also the time of the output production. As 

described in section 2.5 of this study, different types of fault tolerance policies and 

techniques are practiced in the cloud computing environment that can be used to 

develop a system which can tolerate different types of faults. 

However, previously developed approaches to tolerate faults using the techniques, 

especially redundancy techniques, are not efficient in terms of fault tolerance capacity 
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using available error-free versions. Even if there are adequate error-free versions in the 

system, the architectures force the system to fail due to their computation behavior. 

Developing a systematic model that can utilize an available error-free version in the 

system is a crucial task especially when the availability and reliability of the systems 

are needed. Utilizing available error-free nods is very important especially in large 

systems that use a large number of versions. System’s availability is the basic 

characteristic of cloud systems which is required by most customers. In order to keep 

system functioning, it should be able to give function using its resources effectively and 

efficiently as much as possible. In the systems which developed using redundancy of 

versions, versions are core resources and they should be utilized efficiently to make the 

system to be able to provide an intended service.  

In addition, time is a soul or a critical measure for real-time systems, and it should be 

managed properly. In the previous architecture[11], [12] which is developed for real-

time systems of cloud computing, the processes of time measurement is not appropriate. 

Time was checked in the middle of operations, and other operations take place after 

time checked (see figure 1). What if time deadline is passed after time was checked and 

decided that the output is produced in time? obviously, it is not good. Focusing on late 

deadline only is also not a proper measure of time especially in case of hard real-time 

systems, which need a specific time to release an output. Therefore, it is important to 

make a system to wait the exact real-time to release an output even though the output 

was produced early or before the time it was needed. In addition to this, an architecture 

used the concept of software redundancy that is a recovery block in which the redundant 

applications are executed in a sequential manner. Each redundant version runs in a 

series manner (one after another). When the system’s redundant versions run serially, 

if the first version failed, the next will be activated and if it failed again the next to it 

activated and so on. In the worst case (in the case where the primaries results fail), the 

recovery block’s execution time is the sum of all versions execution and this wide 

variety of execution time exposes the technique to timing error that is likely 

unacceptable to real-time systems [13]. 

To avoid this problem this research uses the N-version programming method in which 

all the versions run concurrently, and the correct output will be selected using a majority 

voter algorithm.  N-version programming has an advantage over other redundancy 

programming models in that of output reliability [14]. However, the N-version 
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programming model produces a system output if M number of versions agreed in their 

output in its majority voter in a group of N redundant versions where M>=N+1/2.  

As the number of versions increases the efficiency of the system will decrease. That 

means the N-version programming model cannot produce an output if at least N+1/2 

versions are error-free, and this is not an efficient way for the systems which use a large 

number of N value.  

Generally, there are the following problems in the developed AFTRC and BFT 

architectures[15]. 

1. No accuracy due to AT design property which cannot test for a specific correct 

answer [13] 

2. No efficiency of using available error-free nodes in case of large systems (BFT 

architecture). 

3. Resource waste due to developing application-specific AT for each version [16] 

4. Not efficient for the real-time system due to its RcB programming model nature 

[16], [17]. 

5. A time checker checks the time before many activities remain [12]. 

6. Time is checked for only late response [12]. 

These limitations of the previously developed architectures can be expressed as the 

problem of error free version utilization, unappropriated time management and 

unsuitable software fault tolerance model selection for real time systems.  

The proposed study solves the problems using 

1. N-version programming approach (for problems 1, 3 and 4). 

2. Time will be checked after system output is prepared (For problem 5). 

3. Time checking is not only for the late response but also for early response (for 

problem 6). 

4. Improves N-version programming in terms of error free version utilization. (for 

problem 2.) 
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Figure 1 Previous developed AFTRC architecture [12] 

1.4. Objectives of the study 

1.4.1. General Objective 

The main objective of this study is to develop fault tolerance architecture for 

real-time systems of cloud computing.  

1.4.2. Specific objectives 

✓ To conduct a literature review on previously developed architectures 

✓ To study different programming techniques of fault tolerance 

✓ To design a real-time fault tolerance model 

✓ To design a failed node identifying model 

✓ To design the failed node recovery model 

✓ To validate the fault tolerance model using a simulation environment 

✓ To evaluate the proposed systems in terms of output correctness, timeliness 

and efficiency. 
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1.5. Significance of the study 

The finding of this study will contribute the remarkable significance for the following 

institutions and tasks:  

1. For software designers who need to develop a real-time system. 

✓ Software designers can use the proposed architecture and can benefit from 

it to develop real-time systems that can be used in cloud computing systems. 

2. For organizations that provide cloud computing service. 

✓ Cloud computing organizations that need to provide real-time service can 

use the findings of this study. Availability of the system is an important 

characteristic of the cloud computing which attracts many customers 

towards it. So that effective fault tolerance mechanism ensures an 

availability of the system.  

3. For further study: 

✓ Researchers can conduct further researches based on the findings of this 

study.  

4. For the organizations which uses real time services of cloud computing systems. 

✓ Customers of the cloud computing needs an availability of the services to 

perform different types of tasks. Specially organizations which perform 

their basic operations based on cloud system needs to access the resources 

and services of cloud computing any time they need. Therefore, fault 

tolerance guarantees these processes.  

5. For the researcher: 

✓ This study will help the researcher to uncover critical theory and design 

that many researchers were not explored yet.  

1.6. Scope and Limitation of the study 

The scope of this study is to develop an architecture that will be used for fault tolerance 

in real-time cloud computing systems. The fault-tolerance will be developed using 

software redundancy, especially N- version programming with majority voter. This 

study is not related to hardware faults, it only focusses on software or application faults. 

Over all study focuses on redundant applications and how to use those redundant 

applications. Developing an architecture that enables a system to continue functioning 

in the presence of faulty applications and identifying failed node and recovering that 
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node is the basic aim of this study. The study also focuses on timing issues as it is very 

critical issue for real time systems. Concerning time, the proposed architecture checks 

the upper bound and lower bound before releasing the system output. In this 

architecture version subdivision approach is adopted to enhance versions’ utilization. 

As a limitation, this study is limited to assign VMs to system subparts statically. 

Another limitation is that a proposed architecture cannot fix the problem of failed 

application instead it replaces it to make system capable to continue the service. The 

result of the study will be evaluated using cloud simulation tools.  

1.7. Thesis organization 

The remaining part of this document is organized as follows. Chapter two discusses the 

review of literature in the domain and related works with this study. Chapter three 

presents the research methodology.  Tools, techniques and procedures used in the study 

are also discussed in chapter 3. In chapter four the proposed architecture designing 

mechanisms and algorithms which are used in the architecture are presented. Chapter 

five explains the experimental results and discussion of this study.  Results and 

discussions are presented together without separation. The sixth chapter presents 

conclusion, recommendation, and future work.   

 

 

 

 

 

 

 

 

 

 

 



10 
 

CHAPTER TWO 

2. Literature review  

2.1. Cloud computing overview 

The term cloud refers to the web or the internet. National Institute of Standards and 

Technology (NIST) defines the term as it is a model for enabling convenient, resource 

pooling, ubiquitous, on-demand access which can be easily delivered with different 

types of service provider interaction [18]. Cloud computing is a collection of existing 

approaches and technologies, prepacked among a brand infrastructure paradigm that 

provides improved measurability, elasticity, business process, quicker startup time, 

reduced management prices and just-in-time accessibility of resources. Resources 

include database, software, service and server and so on [19]. Cloud computing is using 

the internet to access someone else's software running on someone else's hardware in 

someone else's datacenter. Cloud computing refers to accessing computing resources 

that are typically owned and operated by a third-party provider on a consolidated basis 

in one, or usually more, data center locations”[20]. In cloud computing systems there 

are many service models that will be offered by cloud service providers for the 

customers of the cloud system. 

2.1.1. Service models of cloud computing  

In cloud computing, there are three basic service models and a number of their 

derivative service models [21], [22]. These three basic service models are often known 

as SIP as a service. Here S stands for software, I stand for Infrastructure and P stands 

for Platform.  According to [15] SIP service model is briefly described in figure 2 

below. 

2.1.1.1. Software as a service 

As we know in the traditional model, we purchase software and install it on our 

computers to use it. This process of software distribution is knowns as Software- as -a 

-product. However, software as s service is different from the traditional way of 

distributing software. It is a new model in which software is installed or hosted by the 

service provider and anyone especially cloud customer can access and use it via the 

network, typically internet [20]. In the software-as-a-service model, a single instance 

of the application can be executed on the server and multiple end-users can use it. 
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Figure 2 Service models of cloud computing[15] 

2.1.1.2. Platform as a Service 

The term platform refers to the computer’s operating system on which specific 

applications or software runs. Cloud computing service providers afford different types 

of platforms for customers.  The PaaS model prepares all the required facilities which 

can be used to support the complete life cycle of building and delivering web 

applications and facilities fully available from the internet, all with no need of the 

software download and installation for Software developers, IT Staffs and end-users 

[20]. 

2.1.1.3. Infrastructure as a Service 

Infrastructure as a service is the most inclusive and the third service model of cloud 

computing. In the IaaS, the supplier provisions the needed processing, networks, 

storage, cloud software and additionally necessary resources of computing and the 

clients are permitted to implement and run many categories of software that might be 

needed such as operating applications and systems [23].  In this service model, 

customers have control over many fundamental infrastructures such as memory, CPU, 

IP address, operating systems, storage and deployed applications [24].  
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2.1.2. Deployment models of cloud computing  

The cloud deployment model is also classified based on the distribution and physical 

location it covers.  For successful implementation of cloud computing, institutions must 

choose the correct which can be suitable for their objective as well as the organization 

itself. As stated in [23], many intuitions fail in implementing their service in the cloud 

because of choosing unrelated or inappropriate cloud deployment models. According 

to [20], [23], [25] cloud computing deployment model is classified into four groups. 

These groups are private, community, public and hybrid, and discussed briefly as 

follows. 

2.1.2.1. Private Cloud  

This cloud is one of the four clouds and it is owned by a single organization and used 

by organizations internally. Any member within the organization can access the cloud’s 

data, services and web applications. The infrastructures of the private cloud are 

completely managed and corporate data are fully maintained by the organization itself 

[26].  

2.1.2.2. Community Cloud 

This is a type of cloud which is basically used by organizations or enterprises which 

has a common objective such as security necessities, mission, compliance 

considerations and so on. This model may be owned, operated and managed by one or 

multiple organizations inside the community or it may be provided by external third-

party [15]. The community cloud infrastructure is managed and utilized by a different 

number of organizations that have the similar business, projects or shareable demands 

infrastructures such as software and hardware so that the running cost of IT can be 

reduced [23]. 

2.1.2.3. Public Cloud 

This cloud is availably publicly, where resources, web applications. web services are 

provided over the internet and any user can get the service from the cloud [26].  Unlike 

private cloud which is owned by the organization itself, public cloud is owned, hosted 

and operated by third-party which provides the services. This cloud comes with many 

features as it offers applications, data storages, and many services to its users coming 

from its providers [23]. 



13 
 

2.1.2.4. Hybrid Cloud 

Hybrid cloud is the combination of both public cloud and private cloud. In a hybrid 

cloud deployment model, data or cloud services are provided or managed according to 

sensitivity or criticality of it(service).  In this cloud events which need more secure 

operation are provisioned using private cloud and events which don’t need that much 

privacy are manipulated using public cloud [15]. 

2.2. Challenges of cloud computing 

Clouding computing is one of the new emerging technologies know a day. This 

technology provides an abstract and virtual image of a large network with unlimited 

volume or size and unlimited processing and storage resources. Most of the time, the 

users of cloud computing are those who need to use or access the service from any place 

at any time. However, this concept may remove or avoids the set of restrictions while 

using the system. Cloud computing often provides a network-based service via 

interconnecting many numbers of computers which may share distributed resources and 

multiple processors which by itself introduce a new problem of developing reliable 

systems. Even though cloud computing offers many advantages for its users, there are 

many challenges in it that should be handled to deliver reliable, cost-effective and 

secure service. Among the challenges of cloud computing, the following are the major 

ones according to Suruchi [27].  

2.2.1. Quality of Services 

Cloud computing is an emerging technology that is intended to provide its service for 

its customers according to their interest-based on pay-on-go principle. Cloud service 

providers (CSP) are expected to provide a desirable amount of resources that are always 

provisioned in order to fulfill the quality of service requirements of Cloud service 

Consumer (CSC) such as deadline, response time and cost-related issues.  Service level 

agreement (SLA) which is signed between Service provider and service consumer is 

always performed based on the cloud system’s QoS. Therefore, the inability or violation 

of cloud service providers to offer QoS according to agreement may lead to penalty 

[27]. 

2.2.2. Security  

Cloud computing provisions many resources such as storage, applications, powerful 

computers and high bandwidth network [28]. These resources always attract many 
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organizations to use cloud computing technology to perform their purposes or jobs. 

However, these organizations need privacy since they deploy personal and 

organizational data that needs to be highly secured.  In addition, many unauthorized 

users or hackers are turned their face to the cloud system to access personal and 

organizational information. Therefore, it is the responsibility of cloud service providers 

to construct efficient security mechanisms to prevent such unauthorized access to 

information. 

2.2.3. Fault tolerance 
The need for reliable and improved service is a key reason for many organizations to 

choose a cloud computing system to perform their organizational activities. The failure 

of a cloud system to provide the requested service at the time of customer need might 

be intolerable for many customers especially for organizations that process real-time 

tasks. The failure of critical service unexpectedly may cause catastrophic damage not 

only on the organizations but also on the environment and more importantly on human 

life in case of hard real-time systems. On behalf of the service provider, failure of a 

specific system or part of a system can be very expensive to rebuild or maintain the 

failed system. Therefore, to prevent customer lose and to save unnecessary cost which 

can be spent for maintenance of failed hardware or software, cloud system providers 

must have an effective fault tolerance mechanism. 

2.2.4. Load balancing 

Cloud computing systems have adequate components that are prepared to process user 

requests. A load balancing technique is necessary to distribute tasks for the components 

efficiently to improve cloud service. If there is no effective load balancing technique, 

some components forced to process the requests beyond their capacity and others may 

stay without any activity. Therefore, in order to provide improved service and to 

increase resource utilization load balancing mechanism is highly necessary. Unless 

components that are forced to process the tasks beyond their capacity can fail due to 

job load and service degradation can occur. 

2.3. Software Fault 

According to the definition of Feinbube et al.[29], software fault is a minimal set of 

code deviations from correct code, such that the execution of the deviating code can 

trigger an error.  A fault is an abnormal state or imperfection in the system or some part 
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of the system which may cause the inability of the system to perform its intended job. 

Fault often causes an error which is a deviation from correctness or accuracy in 

computation. Errors are usually associated with incorrect value in the system state. Due 

to fault which happens in application, the application may compute using incorrect 

information and produce incorrect value, this is known as an error. Errors can be a cause 

because of failure [16].  A failure can be defined as a misbehavior of a system that can 

be observed by a human or another type of computer. A failure is only recognized when 

a system produces incorrect output or outcome [15]. Generally, failure of the system 

always happens due to error in one or multiple parts of system and error which in turn 

can occur due to the fault of applications. different types of faults can occur in the 

system and according to [15] these faults can be categorized as shown in figure 3 

 

Figure 3 Classification of faults[15] 

2.4. Fault tolerance 

Fault tolerance is the ability of the systems to continue performing its intended function 

regardless of faults. A system to be a fault-tolerant, it should be able to handle faults 

which present in individual hardware or software component, powerful failures and 

meet its specification. More precisely fault tolerance is one property of the system 

which enables the system to provide the expected service in the presence of faults or 
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component failure.  According to [16] fault tolerance is important for two reasons. The 

first is practically it is impossible to design a perfect system.  As the complexity of the 

system increases, the reliability decreases dramatically, unless compensatory measures 

are taken.  The second reason is that even if designers do their best to avoid hardware 

defects and software bugs cleaned out of the system before it starts its major activity, 

history shows that such a goal is not achievable. It is unavoidable that some unexpected 

environmental factor is not taken into account or some potential user mistakes are not 

foreseen.  Consequently, even the unlikely case that a system is designed and 

implemented perfectly; faults are likely to be caused by the situation out of the control 

of the design. The effect of the fault depends on the types of faults and service of the 

systems. As a result, an effective fault-tolerance approach for computerized systems is 

needed. In order to tolerate a fault appropriately, a system should have effective fault 

detection and fault recovery mechanisms.  

2.4.1. Fault detection 

Fault detection is a process of recognizing that a fault has occurred in the system. Faults 

might happen in the system due to many reasons. If these faults cannot be detected, it 

became hard to recover the failed part of the system. In order to isolate the fault or failed 

component in the system, the fault should be detected properly. Many fault detection 

mechanisms detect erroneous state in the system rather than detecting fault itself.  Most 

effective fault detection mechanisms detect not only fault but also the place in which it 

happened. All fault detection mechanisms are based on some type of redundancy. The 

redundancy approach enables us to evaluate results and increases the probability of 

selecting the correct result. The redundancy approach can take place in both the 

hardware component and the software component. Using redundancy, it is possible to 

run redundant components and compare or check the outputs.  Similar redundant 

components are expected to give similar results. However, in a case when there is 

dissimilarity in the results of redundant components it is assumed to be the fault is 

occurred in the system and fault can be detected.  

2.4.2.  Fault masking  

Fault masking is the process of hiding an effect of the failure in the system.  Usually, 

fault masking is applicable in the system which contains redundant components that 

can perform similar functions. The main objective of fault masking is to hide an error 
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produced from the failed version and enable the continued functioning of the system. If 

the design diversity concept is applied in the versions effectively, a cause which makes 

one version to fail may not make another version to fail. All versions may not have 

similar capability to process similar inputs. Some versions may process an input 

effectively while another may not process similar input in the same way. In this case, 

fault masking is effective approach than just replacing the failed node, because the 

version which was failed to process some type of input may process another type of 

input effectively. Therefor fault masking is considered as a dynamic correction of errors 

[30]. However, fault masking may not resolve the problem of failed version if the 

version is crashed. 

2.4.3. Fault recovery 

Fault recovery is one task of every fault tolerance system. Fault recovery is an action 

of recovering the system from the error that happened in the system which otherwise 

leads to a system failure.  The main goal of fault recovery is to resolve or replace the 

erroneous state or node by a correct or with error-free state [31]. Many software or 

hardware systems can be failed due to many reasons which can be expected or 

unexpected.  Therefore, every system should have a fault recovery mechanism to 

prevent not only the failure of the system but also to reduce the risk due to system 

failure. Generally, there are two ways of fault recovery mechanisms known as Forward 

error recovery and Backward error recovery mechanisms. 

2.4.3.1. Forward Error recovery  

Forward error recovery is a method of removing or isolating specific error in order to 

make a system to run a normal computation correctly [32]. Forward error recovery is 

performed by selecting the specific part of the program which contains error and 

correcting it.  This type of error recovery enables a system to continue forward in the 

presence of error. Redundancy is a basic concept to apply forward error recovery. 

Forward error recovery uses adequate physical or information redundancy to not only 

detect errors but also to correct the errors. Therefor in forward error recovery, fault 

detection and fault recovery are inseparable activities. This type of error recovery 

allows efficient handling of expected conditions. Forward error recovery is also a fairly 

efficient method in terms of time and memory overhead. This enables it the better 
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technique for real-time systems where time overhead of backward error recovery can 

exceed the expected deadline [13]. 

2.4.3.2. Backward Error Recovery  

Backward error recovery is the second approach to deal with errors. Unlike forward 

error recovery which allows a system to continue functioning in presence of a fault, 

backward error recovery works in such a way that when an error happens it roll back 

the system to the prior state in which the system was fine or error-free. In order to use 

backward error recovery, programmers or system designers should save original or 

error-free programs or state of the application initially so that if the error happened in 

the current state of the system, the system can be restored to that state. The process of 

saving an error-free state of the applications or system is often known as checkpointing 

[13] which is described in this study in section 1.4.3.2.1. Because backward error 

recovery restores a valid prior system state, recovery is possible from errors of largely 

unknown origin and propagation characteristics[32]. As stated by Campbell and 

Randell [32], backward error recovery may involve considerable time overhead and 

could require extensive testing of potentially acceptable system states. In backward 

error recovery, the error detection mechanism should be constructed separately of the 

error recovery mechanism. Information about the state of applications or systems 

should be saved during the execution of the system without failure.  

2.5. Policies of fault tolerance 

In order to maintain an effective fault tolerance mechanism, it is important to know the 

approach or policy which can be used to implement the intended fault tolerance 

technique. The fault-tolerance approach can be selected on the basis of service which 

is provided by the systems. In general, there are two fault-tolerance approaches each of 

them encloses a number of fault tolerance techniques. These approaches or policies are 

known as proactive fault tolerance approach and reactive fault tolerance approach. 

2.5.1. Proactive fault tolerance policy. 

The proactive fault tolerance approach is the one through which many fault tolerance 

mechanisms have been developed. The basic idea of this approach is that the fault which 

can happen in the system is predicted early and then the solution for that fault will be 

prepared before the fault occurs in the system. More precisely, the fault tolerance 

mechanism has been implemented before the occurrence of a failure in the system. This 
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approach mainly focuses on the prevention of happening of expected failures in the 

system using already prepared algorithms and methods. The proactive fault tolerance 

approach doesn’t allow the occurrence of a fault in the system if the faults try to occur, 

it prevents them from using prepared solutions. There are a number of techniques that 

can be used to design and develop algorithms, methods, frameworks, and architectures 

to implement proactive fault tolerance approach in computerized systems. These 

techniques are software rejuvenation, self-healing, and preemptive migration. 

2.5.1.1. Software Rejuvenation  

Software rejuvenation is one of the software fault tolerance techniques which can be 

designed using a proactive fault tolerance approach. Software rejuvenation is the 

process of designing a fault-tolerant software in such a way that a system can tolerate 

fault by rebooting the software in every fixed interval of time. In this technique, 

software restart takes place in a fixed interval of time and starts execution in a new 

error-free state. However, the drawback of this technique is that a catastrophic failure 

or damage can happen in the system before the system reaches its fixed interval and a 

system can be failed unexpectedly. Deepak et al [33] stated that the cloud system may 

fail just after the end of the process of software rejuvenation in which its restart time 

interval is too long. To overcome this problem one can propose to restart the software 

at every short time interval.  In this case, the software can tolerate failure but the cost 

which might be needed to reboot the system becomes very high.  

2.5.1.2. Self-healing  

The second technique to implement a proactive fault tolerance mechanism is self-

healing. Using this technique software fault can be tolerated in such a way that a big 

task is divided into its subpart and each part is executed in multiple virtual machines. 

The failure which happens in one instance of the software cannot affect the rest of 

instances and this prevents the automagical failure of the application [33].  

2.5.1.3. Preemptive migration  

This is a technique that can be implemented using a proactive fault tolerance approach. 

Preemptive migration is the process of migrating the application before the failure of 

the application occurs. This technique is a feedback-based technique. The feedback of 

the application will be collected repeatedly in a cycle-based manner based on previous 

outputs.  When any sign which can indicate that the application might be failing has 
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happened, the state of the application saved first and the application will be migrated to 

another node or virtual machine [33]. 

2.5.2. Reactive fault tolerance policy.  

The reactive fault tolerance approach is the second approach to tolerate a failure of the 

system. This approach is used to develop systems in which they can tolerate faults after 

they occur in the system or part of the system. Recall that proactive fault tolerance 

approaches are used to prevent faults before they occur in the system.  But the drawback 

of the proactive approach is that it cannot tolerate the faults which aren’t considered or 

predicted before designing the system. Most of the time predictions are not accurate 

and inaccurate prediction may result to design inaccurate solution for the failure which 

may happen in the system. There are many fault tolerance techniques that are designed 

based on a reactive fault tolerance approach. Some of them are discussed briefly below. 

2.5.2.1. Checkpointing/Restart  

This technique is a very effective reactive technique, especially for long-running 

applications. The processes of saving the state of applications after each successful 

execution or saving initial error free state is called checkpointing. When failure 

happened in system, using checkpoint/restart technique, fault tolerance is carried out in 

a manner that application is restarted from the state it was checked most recently. This 

technique is applied at different levels such as system level, application level, and 

library level. 

2.5.2.2. Replication 

Replication is one of the commonly used fault tolerance technique in cloud computing 

where failure happens usually. As its name indicates, this technique is achieved through 

duplication or redundancy of applications or tasks and executing them independently. 

Using this technique fault tolerance can be achieved in such a way that if one 

application fails, another similar application can continue functioning until all 

duplicated applications fail totally. Replicas or often known as versions of applications 

are developed based on different strategies such as design diversity, data diversity and 

temporal diversity [13].  
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2.5.2.3. Task resubmission  

Task resubmission is one of the most broadly used strategies in the fault tolerance 

domain. The basic idea of this technique is that when the failed task is detected, we 

resubmit that task again to the same resource or to another dissimilar resource [33].  

2.5.2.4. Job migration  

Job migration is another type of reactive fault tolerance technique.  In this fault 

tolerance technique when a task failure is detected in the system, the failed task is 

migrated into another virtual machine [33].  In order to make this technique applicable, 

usually alternative virtual machine for one task is necessary.  

2.5.2.5. Retry  

Retry is a reactive fault tolerance technique that deals with transient types of faults. In 

this technique in case of failure, a system tries to avoid fault in a specific period of time.  

If a system or node cannot resolve the fault in a specific period of time, then the system 

considers that the fault is permanent and the node in which failure happened will be 

replaced.  However, if a system is able to disappear the fault in a specific time then the 

fault is considered as transient and the system continues functioning after recovering 

from the failure [34].  

2.5.2.6. SGaurd 

SGaurd is another type of reactive fault tolerance technique based on rollback recovery. 

This strategy uses a new form of file distributed systems such as Google file system 

(GFS), Hadoop Distribution File System (HDFS) [34].  

2.5.2.7. Rescue workflow  

Rescue workflow fault tolerance is another type of reactive fault tolerance approach.  

This technique of fault tolerance allows the system to continue the execution of the task 

even though fault has occurred in the system. In this technique, the process of task 

execution continues in the presence of failure up to the point where for the task there is 

no longer possible to proceed further without recovering the failed task [33]. 

2.6. Redundancy based fault tolerance technique 

As any system is composed of hardware and software parts, a system failure can happen 

on either of these two parts. In this section, software-based fault tolerance techniques 

are described. The key concept of software fault tolerance is redundancy. Redundancy 
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has been used for a long time in engineering and hardware to increase reliability and 

fault tolerance when operating in an uncertain environment. The basic perception is that 

even if one instance fails, another alternative is available to continue the task.  This 

method can also be used or adapted in the context of software development [35].   Even 

though it is possible to apply redundancy in the hardware fault tolerance by using 

redundant similar hardware components that can perform similar tasks, this study gives 

more attention to the software part. However, let’s describe three different types of 

redundancy mechanisms aimed to tolerate faults briefly.  

2.6.1. Hardware redundancy  

Hardware redundancy is a type of fault tolerance technique in computerized systems. It 

is achieved by using two or more copies of hardware components for the same function. 

Even a single computer can include a multiple or redundant copy of processors, 

memories, disk drives, power supplies and or any redundant physical component in 

order to replace the failed component with another one [36]. There are three basic forms 

of hardware redundancy such as passive, active and hybrid.  

2.6.1.1. Passive redundancy  

Passive redundancy uses the method of fault masking to tolerate system failure. Fault 

masking is the process of hiding the fault of specific redundant component failure.  In 

passive redundancy a number of identical components run the same operation and their 

result or outputs are voted to hide the error of faulty node 

2.6.1.2. Active redundancy  

Active redundancy is another type of hardware redundancy in which fault tolerance is 

achieved through fault detection, fault recovery and fault location. In this redundancy 

technique, if fault I detected in one hardware component, the system tries to remove 

that component from it. 
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2.6.1.3. Hybrid redundancy 

The third type of hardware redundancy is hybrid redundancy. Hybrid redundancy is 

achieved by combining attractive features of both passive and active redundancy 

methods.  This redundancy uses fault masking, fault detection, fault location and fault 

recovery techniques to tolerate system failure. 

2.6.2. Time Redundancy 

Time redundancy is another form of redundancy to detect error or fault in the system. 

In time redundancy, a single component repeats the computation for the redundant 

number of times.  In this technique, if the component or system is produced similar 

output during the repetition of computation, then the component is error-free otherwise 

the component is considered as faulty. Time redundancy technique is a good approach 

for transient faults that can happen and disappear simply by restarting the program. 

However, this technique is not good for permanent faults which cannot be avoided 

simply through restarting the component.  

2.6.3. Software Redundancy 

Software redundancy is the method of using a number of software components for a 

specific purpose. This type of redundancy is achieved by implementing two or more 

software components that are expected to perform similarly or the same activity, 

however, their overall development method is unidentical. The software redundancy 

technique is emerged based on hardware redundancy technique since hardware 

redundancy cannot simply avoid software faults. According to the study of Verma et al 

[37], Currently, several fault tolerance techniques of software are in use like N-version 

programming, Recovery Blocks-self programming, etc. 

2.6.3.1. N-Version Programming  

N-version programming is one of the software fault tolerance technique based on design 

diversity. Although the concept of N-version programming is suggested in 1972 by 

Elmendorf, its architecture is developed by Avizienis and Chen in [39], N-version 

programming technique applies the approach of reactive fault tolerance and replication 

technique to achieve fault tolerance. The concept of N-version programming is that a 

number of different versions of software are executed concurrently to produce a single 
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output of the system. In this technique all the versions execute the task in parallel using 

similar input and the output is chosen through majority voting [35]. If the design 

diversity concept is properly applied, N-version programming can tolerate the design 

faults present in the software.  According to [16] The design diversity concept can be 

applied through developing versions of software using different programming 

language, independent developing team, including different tools…. etc. These distinct 

versions are different in design but have similar functionality. All of them accept similar 

input and execute the task independently so that similar output is expected. The 

selection algorithm often known as voter is responsibly to select the system put among 

the produced outputs from different versions. The voters select output if at least M out 

of N outputs agree where M=(N+1)/2 and N is the number of executed versions, 

otherwise the system will fail. 

 

Figure 4 N-version programming architecture[16] 

2.6.3.2.  Recovery Blocks  

Recovery blocks (RcB) scheme is one of the two original diverse fault tolerance 

techniques which is introduced in 1974 by Horning, et al and its implementation is 

developed by Randel in 1975 and Hecht in later 1981 [13]. The recovery block scheme 

technique uses an acceptance tester and backward recovery to achieve fault tolerance 

[13], [34]. This scheme uses a reactive fault tolerance approach and replication 

technique of fault tolerance. The basic structure of RcB is shown in figure 5. The 

versions from 1 to n represent different implementations of the same program [16]. 

These versions are developed using different designs or algorithms or and programming 

languages in order to incorporate design diversity. Each version is executed 
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successively or one after another and the system output is provided from only one 

version. The AT is responsibly to detect an error by checking the logic of an output. 

 

Figure 5 Recovery block basic architecture[16] 

In RcB technique, the first version accepts input and executes first. After task execution, 

the result is sent to AT. If AT doesn’t accept the output of the first version, the program 

routine is switched to another alternative. As stated by Dubrova, using RcB the cost in 

time of trying multiple versions serially may be too expensive, especially for real-time 

systems [16]. In the worst case (in the case where the primaries results fail), the 

recovery block’s execution time is the sum of all modules execution and this wide 

variety of execution time exposes the technique to timing error that is likely 

unacceptable to real-time systems [13]. AT in RcB is also another issue due to its high 

dependability on the application and they are difficult to create and they cannot test for 

a specific correct answer but instead only for acceptable value  

2.6.3.3. N self-Checking programming  

N self-checking is another software fault tolerance technique which can be designed by 

combining recovery block and N-version programming techniques [16]. A self-

checking program uses redundancy to check its own behavior during program execution 

[13].  Checking of the version can be done in two different ways, the first is through 

using acceptance tests and the second is by using comparison.  N self-checking 

programming with acceptance tests is shown below in figure 6. In this type of N self-

checking programming, the different versions and their acceptance testers are 

developed independently based on the common requirement. The versions execution 
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takes place either serially or concurrently and the output is chosen from the highest-

ranking version [16]. 

 

Figure 6 NSCP using acceptance testers 

The second type of N self-checking programming is the one that uses comparison as 

shown in figure 7. In this technique, the status of each version is checked by its copy 

version each time. The advantage over N self-checking programming using acceptance 

testers is that it uses an independent comparison algorithm is used to detect fault [16]. 

 

Figure 7 NSCP using comparison 
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2.7. Related works 

Following wide acceptance of cloud computing technology, many issues attract 

researchers to turn their faces to it. Among the issues, fault tolerance is the one and the 

problem still needs attention due to increasing system complexity from time to time. 

To improve the fault tolerance ability of cloud computing systems, many studies are 

conducted. In this study, the most relevant and latest related works are discussed below. 

FTCloud architecture which is proposed by Zheng et al. [40] is a component ranking 

based fault tolerance framework for cloud applications. The FTCloud architecture 

works depending on two basic activities. Its first activity is ranking the application 

components in the cloud, determining their significance, and selecting n number of 

most significant components. The second activity is selecting an optimal fault tolerance 

strategy for each of the n most significant components. In order to assign a rank for an 

application component, the architecture uses two algorithms known as FTCloud1 and 

FTCloud2. FTCloud1 considers only the invocation frequencies of the components and 

FTCloud2 considers both invocation frequencies and characteristics of the components. 

Replication-based fault tolerance is used such as recovery block [41], N-version 

programming [38], and parallel [42]. Application cost, failure probability and response 

time of each fault tolerance approach is computed. From the refined fault tolerance 

candidates, the one having the least failure probability is selected. Various algorithms 

of the FTCloud framework are implemented in C++ in order to evaluate the 

performance in terms of failure probability. The limitation of this architecture is that it 

requires complex implementation and has low resource utilization. 

In 2011 Nicolae and Cappello [43] proposed a checkpoint-restart strategy for strongly 

coupled high-performance computing applications in IaaS cloud models using virtual 

disk snapshots known as BlobCR. BlobCR Architecture uses the local repository for 

the purpose of checkpointing and restarting instead of directly storing the checkpoints 

on the cloud repository.  To store checkpoints local disks of the computing nodes are 

combined and the local disks of the computing nodes are aggregated and used in a 

distributed manner. In this architecture there are two-staged checkpointing is applied. 

In the first stage of the check-pointing, the state of applications is saved to the VM disk 

and the second stage is focuses on saving suspended and optimized VM instances to 

the local disk repository. The architecture uses the concept of cloning and shadowing 

[44] to optimize the VM disk snapshots. Shadowing is basically the act of storing only 



28 
 

the differences between the last check-pointed state and current check-pointed state, 

instead of storing the whole object. Cloning, on the other hand, is the act of duplicating 

an object containing all the content of the original. Even though the BlobCR framework 

offers low storage overhead and supports live incremental snapshotting, the architecture 

is not applicable for real time systems.  

Dynamic Adaptive Fault Tolerance (DAFT) architecture is proposed by Sun et al.[45]. 

This architecture is a check-pointing based fault tolerance architecture of cloud 

computing. To develop the architecture the researchers investigated the mathematical 

relationship between the different failure rates and check-pointing strategy. The 

architecture uses fault tolerance space in which fault-tolerance measures will be taken, 

as the main component. As the name indicates, the architecture uses a dynamic and 

adaptive check-pointing strategy. It means that the check-point interval is not static and 

it varies based on check-pointing overhead, fault overhead, fault tolerance overhead, 

and failure density. The checkpointing interval can be decreased or increased based on 

the current failure rate that means whenever the failure rate increases, the checkpointing 

interval will be decreased. On the other hand, when the failure rate decreases, the check-

point interval increases. Its adaptive nature optimizes the overhead. However, the 

adaptiveness of this architecture is system-based rather than component-based, which 

may affect the fault tolerance.  

Wang et al.[46] proposed a fault tolerant scheduling mechanism for real-time tasks in 

virtualized clouds known as FESTAL.  FESTAL is an abbreviation of Fault tolerant 

Elastic Scheduling algorithm for real time TAsks in cLouds. They utilized the primary 

backup technique for fault tolerance. In the proposed mechanism the users’ tasks are 

stored in an input buffer and then transferred to the scheduler. The schedular contain 

three components such as resource controller, backup copy controller, and real-time 

controller. backup copy controller produces its backup when task arrives. The resource 

controller then searches for two virtual resources in different hosts those can complete 

the task before its deadline. If resources are not found, task is rejected. Else, both 

instances of the task are scheduled on the respective resources. Active and passive 

backup structure is used adaptively based different conditions. Passive back up scheme 

will be used if the expected completion time is less than or equal to the predefined task 

deadline. otherwise active backup scheme will be used in the system. This architecture 

is highly adequate for energy efficiency and resource utilization. However, the 
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architecture is not fully applicable for real time systems specially in case of passive 

backup.  

In 2016 Chen and Jiang [47] presented an adaptive fault-tolerant strategy for cloud 

tasks, known as Self-AdaptionFTPlace. The presented architecture works in two cycles. 

In the first cycle, distinct fault tolerance methods are sorted as per the user’s provided 

constraints. Fault tolerance methods are considered in the first cycle are retry, recovery 

block, N-version programming, and active. The considered user-provided constraints 

are response time, failure rate, and resource consumption. The best fault-tolerance 

method is then chosen in the context of user-provided constraint. In the second cycle, 

the virtual machines are placed as per the selected method. This framework allows user 

interaction for fault tolerance. The limitation of the framework is that it cannot be 

applicable to real-time tasks. 

Bala and Chana proposed Haproxy architecture which utilizes job migration and 

replication policies of software fault tolerance [9]. This architecture works with two 

server machines and one Haproxy server. These two server machines are designed to 

perform as a replicated copy for each other.  If the first server machine failed to proceed, 

the second server machine will serve as a backup machine and start the operation of the 

entire system. If the second server machine fails, the first server machine receives the 

job and proceeds with the task of the system without any intervention.  The 

responsibility of the Haproxy server is to manage the process of job migration from the 

failed server to the replicated or backup server. 

Byzantine Fault Tolerance (BFT) architecture is a replication-based fault tolerance 

architecture for the cloud computing system. The architecture is proposed by Zhang et 

al.[48] in 2011. In a group of the size of the 3f+1 replicated node, the BFT architecture 

is capably to successfully complete the user request in the presence of faulty nodes. 

This architecture has one primary (master) node and another a number of replicas 

(slave) nodes. The request is first received by the primary node and the primary node 

then selects appropriate replicas to distribute the request. The primary node always 

chosen from the BFT replication group using or calculating the QoS value and the 

assigned priority weight of the node. BFT architecture is a highly reliable fault tolerance 

framework and is capable to tolerate all byzantine fault types. However, its low resource 

utilization and high dependability on the primary node are considered as its drawbacks.  
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Adaptive Fault Tolerance in Real-time Cloud computing (AFTRC) is a reactive fault 

tolerance architecture which is proposed by Malik and Huet [12].  AFTRC is a real-

time task execution model in cloud computing. In this architecture, the request is stored 

in the input buffer and distributed to replicated copies. The replicated copies have 

similar function but all of them are developed using different processing algorithms in 

order to apply design diversity.  This architecture uses AT blocks for verifying the 

correctness of output produced from replicated copies.  Each replicated copy has its 

own AT block. If the result is considered as correct output in AT, the result passed to 

the TC module in which the time in which the output produced is checked. However, if 

the result of the node is not considered as correct output in AT block, then the next 

replica will be invoked for execution and it again sends its result to its independent AT 

block. If none of the nodes are produced the output in the specified deadline, the task 

then is sent back to the input buffer. if a VM produces the correct output, its reliability 

will be adjusted by Reliability Assessor (RA) node. Based on the reliability of the VMs, 

the DM (Decision maker) selects the system output from the VM which has the highest 

reliability value. The evaluation result of the AFTRC architecture is obtained by 

executing a series of real-time tasks using three VMs. This architecture may lead to low 

resource utilization when the workload increases. The architecture used the concept of 

the RcB concept. RcB programming model runs serially by its nature and in case of 

failure, the architecture may miss the system deadline and this may lead the architecture 

incapable of large real-time applications.  A summary of some related works is 

presented in the table 1 next page. 
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Table 1 Summary of related works 

 

 

 

No  Architecture  Method Limitation Addressed issue in 
proposed architecture  

1.  FTCloud 

Architecture  

 

Give rank for 

components and select 

significant components 

for specific task 

 

Low resource 

utilization. This is 

because unselected 

components become 

idle  

Resources specifically 

versions utilization. 

2.  BlobCR 

architecture 

Use the checkpoint 

restart fault-tolerance 

approach and to store 

checkpoint, it uses 

cloning and shadowing 

concept. 

Incapable of real-

time tasks when 

backward error 

recovery takes place. 

Forward error recovery instead 

of backward error recovery  

3.  DAFT 

architecture 

 

Used checkpointing 

strategy and the 

checkpointing is 

adaptive 

(checkpointing based 

on current failure rate) 

It considers system 

failure rather than 

component failure 

and this affects fault 

tolerance. 

The proposed architecture 

considers component failure 

4.  BFT architecture 

 

Used a replication 

strategy to tolerate 

faults.  It uses one 

primary and other 

replicas to process a 

specific task 

It has low resource 

utilization and it 

highly depends on 

the primary. 

No dependency on any 

component  

5.  AFTRC 

architecture 

 

Used a replication 
strategy to tolerate 
faults. It used the 
recovery block 
programming 
approach 
 

Not always capable 

of real-time tasks 

especially when 

primaries failed and 

have low resource 

utilization. 

Use N-version programming 

model instead of recovery 

block model to make an 

architecture capable of real 

time systems 
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CHAPTER THREE 

3. Research methodology 

3.1. Tools and Procedures 

The aim of this study is to develop a system architecture for cloud computing real-time 

systems which can tolerate application faults effectively. To achieve this goal, every 

necessary or related and latest published studies were reviewed. In addition, different 

types of fault tolerance approaches and techniques were studied.  Fig shows the main 

steps that are followed to conduct this study.  

 

Figure 8 The methodology of the proposed study 
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In order to design the proposed architecture, fault tolerance techniques were studied.  

As described in section 1.2 of this study, there are three types of fault tolerance 

techniques. These techniques are known as Redundancy, fault tolerance policy, and 

load balancing to tolerate faults.  Among the techniques, fault tolerance policy and 

redundancy are used in this study. Fault tolerance by itself has two categories known 

as reactive fault tolerance policy and proactive fault tolerance policy as described in 

section 2.5 of the thesis.  Among these policies, reactive fault tolerance policy is 

selected for this study. The reason for choosing these techniques is discussed in the next 

section of this study 

There are two mainly accepted programming techniques that use reactive policy to 

tolerate software faults and those are Recovery Block and N-version programming. 

Both programming techniques use the redundancy technique of fault tolerance. N-

version programming technique is used to achieve an overall goal of this study. N-

version programming follows an approach of reactive fault tolerance policy. In order to 

tolerate faults, it uses a redundancy approach with design diversity. The reason for 

choosing this approach is its capability to produce high reliable output and its 

applicability for real-time systems [14].  

In order to increase the utilization of error-free versions in the system, this study 

proposed a new approach known as version subgrouping technique. In this technique 

to tolerate faults first, the request processing components or often known as versions 

will be divided into subparts. In order to divide versions into subparts, a version 

subgrouping algorithm will be used. These subparts will be designed in such a way that 

they are independent with each other and they can be able to produce the system output 

on their own. Then, for each subpart one voter and component number dependent 

comparing nodes will be assigned. The voter in each subpart will vote the result of 

subpart based on early proved methods. The architecture will use one decision-maker 

algorithm which can make a decision based on all subparts result to decide the overall 

system’s status. 

This study adopted an experimental research approach.  The aim of the experiment is 

to evaluate overall system behavior based on application status and the time in which 

applications executions completed. Through changing applications status and specified 

real-time range failure and success of the system will be evaluated.  
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 For the purpose of the experiment, organizationally acceptable open source tools such 

as Cloudsim simulator was used. Cloudsim is a simulator that is developed by a cloud 

laboratory to help researchers to evaluate their algorithms, methods, architectures, and 

frameworks which are developed for cloud computing. Cloudsim provides an adequate 

resource such as brokers, data centers, virtual machines and cloud application templates 

such as cloudlets to run different types of algorithms. In Cloudsim simulator, it is 

possible to represent real tasks with cloudlets. Cloudlets plays the role of applications 

and virtual machines will be used to execute those applications.  The researcher created 

a number of cloud applications (cloudlets) assuming that all of them are developed 

using the design diversity concept while their function is similar for task running 

purposes.  The researcher also created an application that runs different tasks such as 

comparing results, voting and, decision making. 

To do an overall experiment, first, user requests will be stored in the input buffer and 

then sent to request processing nodes simultaneously.  Second, request processing 

nodes will process the task and send their results to voters and output comparing nodes. 

the voters will choose the correct answer and evaluate it according to real-time. Based 

on real-time and components output, final system status will be evaluated based on 

throughput and specified real-time. 

Since Cloudsim uses java programming, the researcher will use java language to 

execute the proposed architecture. Either Eclipse or NetBeans can be used to write a 

programming code that can be used to evaluate the proposed fault tolerance architecture 

for real-time systems of cloud computing. 

Finally, the results of the experiment will be evaluated using existing theoretically and 

conceptually accepted methods. These methods might be previous findings, 

experimentally proved concepts and theoretically justified ideas.  The evaluation takes 

place based on error-free version utilization and timing constraints as the architecture 

is for real-time systems of cloud computing. 

 

 



35 
 

3.2. The proposed architecture Approach 
The proposed approach to develop fault tolerance architecture for real time systems of 

cloud computing uses a specific type of fault tolerance technique, programming model 

and new algorithm which is intended to increase the capacity of the system to utilizes 

its components more specifically versions. In next section, selection of different types 

of fault tolerance techniques and the reason for selecting them is discussed. 

3.2.1. Fault tolerance technique 
Fault tolerance technique is a method which is used by the systems to tolerate different 

types of faults in the systems.  Generally, there are three types of fault tolerance 

techniques that can be used to develop fault tolerance algorithms, architectures and 

frameworks.  These techniques are using fault tolerance policy, redundancy technique 

and load balancing to avoid the systems failure.  Regarding fault tolerance policy, there 

are mainly two types of fault tolerance policies known as reactive and proactive fault 

tolerance policies. In redundancy technique, fault tolerance can be achieved by applying 

appropriate method of redundancy of components to the systems. N-version 

programming, recovery block and N-self checking programming models are the most 

used redundancy methods. Load balancing technique is used to balance the number of 

tasks and the capacity of components which processes the tasks to tolerate failure.  

We have seen two mainly adapted fault tolerance policies above in section 2.5 in detail. 

In order to develop effective fault tolerance architecture, selecting or choosing 

appropriate fault tolerance policy is the basic task. For the proposed fault tolerance 

architecture in this study, the reactive fault tolerance policy is chosen. In reactive fault 

tolerance policy, a fault tolerance mechanism takes place after fault is happened in the 

system. This policy enables a system to tackle the faults which were either expected or 

unexpected before they occur. This property of reactive fault tolerance policy resolves 

the drawback of its opponent fault tolerance policy that is proactive fault tolerance 

policy which needs accurate prediction to mitigate faults.  

The reason for choosing reactive fault tolerance policy in this study is that it enables a 

system to tolerate the faults which are both early known or unknown by the system 

developers. This policy doesn’t need any prediction or expectation of faults and the 

cause faults. System developers or programmers doesn’t always predict exactly what 

type of faults might happen in the system and why it happens. As a result, proactive 

fault tolerance policy is not appropriate for mission critical and real time systems in 
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which a single failure may cause a big damage. In reactive fault tolerance policy, the 

fault tolerance mechanism takes place when failure is occurred in the system regardless 

of types of faults and their causes.  Reactive fault tolerance policy enables the system 

to tolerate faults using different types of strategies which are discussed in section 2.5.2 

of this study 

3.2.2. Programming approach. 
In reactive fault tolerance policy, replication technique is one of the techniques which 

are supported by the policy. Replication strategy is applied through redundancy 

technique.  In redundancy technique, the replicated components are used for the 

purpose of fault tolerance. The redundancy technique encompasses different types of 

programming models. The well-known programming models which use redundancy 

technique are n-version programming model, recovery block model and n-self checking 

programming model.  

For the proposed architecture n-version programming model is chosen. N-version 

programming model is a programming model which uses N number of redundant 

versions to execute specific task.  These N number of redundant versions are designed 

to perform similar operations by receiving similar input.  The basic concept here is that 

if one version failed to produce an output, an output can be produced from another 

version. Even though the versions are designed to perform similar activities, the method 

of developing the versions is different to minimize failure due to similar reason.  These 

deferent methods are often known as design diversity. The design diversity can be 

achieved by using either different development teams, tools, programming languages 

while using similar specifications. In this programming model, all the versions are 

expected to send the result of execution o the majority voter and the voter selects or 

votes the system output.  

N-version programming model is chosen for this study due to two main reason. The 

first reason is its suitability for real time tasks. Since n-version programming allows 

parallel execution of tasks, it is suitable for real time task which are expected to produce 

an output in expected time before deadline. In parallel execution, all the versions are 

executed simultaneously without wasting time or waiting another operation.  These 

parallel executions reduce the time needed to execute the tasks in serial manner which 

is used mainly in the programming models like recovery block. The second reason for 

choosing n- version programming is its capability to produce reliable outputs. As 
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compared with other programming models of redundancy technique, n- version 

programming with majority voter is the best model to produce reliable output. This is 

due to its property of choosing system output.  Other programming models like 

recovery block model use AT to check output correctness. But AT checks some logical 

acceptance code not output exactly. N-version programming checks output itself rather 

than some logical code. In n-version programming with majority voter, output will be 

selected if N+1/2 number of versions are agreed in their outputs out of N visions. 

Along with n-version programming, message passing interface programming approach 

is used in proposed architecture. Message passing interface programming is mainly 

used to increase the performance of the system. In message passing interface approach 

sender of information and receiver are synchronized with send and receive command. 

Therefore, in the proposed architecture each version is linked with another intended 

version or virtual machine only. But in message passing interface programming 

approach, it is hard to continue in the presence of failed process or node. In order to 

avoid the drawback of message passing interface programming approach local failure 

local recovery mechanism is used [49]. As a result, the if failure is happened in the 

system, the failed version will be recovered or replace where its failure is identified.  

3.2.3. Version subdivision approach 
In order to increase the version utilization, the proposed architecture used version 

subgrouping algorithm. Version subgrouping algorithm is used to subgroup the total 

version in system subparts and apply n-version programming rule for each part to keep 

output reliability. As a result, the proposed architecture has different number of parts 

based on total number of versions. Therefore, each part of the proposed architecture is 

capable to produce system output independent of the rest of the system part. 

Consequently, the proposed architecture enables a system to tolerate faults and continue 

its functions even if only one part is capable to select output through its voter. 
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CHAPTER FOUR 

4. The Proposed Architecture and Algorithms  

4.1. The Proposed Architecture Design 
This section presents the proposed method of fault tolerance for real-time systems of 

cloud computing. Based on the task execution techniques, real-time systems are 

expected to produce the final output. Using effective task execution techniques can 

make a system to produce the intended result as well as enables a system to respond in 

the specific expected time. The proposed fault tolerance architecture for real-time 

systems of cloud computing is explained as follows. Task execution technique that can 

produce expected output will be determined first based on the relationship between task 

execution method and final output production. Next, an error handling mechanism, that 

will be activated when the fault happened in the task execution framework, will be 

presented based on the comparison of outputs produced from different task execution 

versions or nodes. Finally, if an error has happened in some versions of the architecture, 

prevention or recovery techniques will be discussed.  

4.1.1. Modeling task execution framework 

This new proposed framework is developed using different concepts. It benefits from 

reactive policies such as replication. As discussed in the previous sections, there are 

two types of fault tolerance policies that are reactive and proactive. The reason for 

choosing the reactive approach is that it can be applied for all application-based faults 

if design diversity is used effectively when developing applications. A drawback of the 

proactive approach is that if unpredicted error is happened in the applications or in the 

system there is no way to prevent the system from failure. However, using the 

replication policy of the reactive approach, it is possible to prevent system failure which 

might happen due to expected or unexpected faults in the system.  The redundancy 

technique of fault tolerance is also used which is supported by the replication policy. 

The redundancy technique provides different types of programming models. Among 

the models, the most inclusive models are recovery block and N-version programming 

models. The recovery block model is used to develop an architecture that runs 

applications serially and uses AT to detect failure. Whereas N-version programming 

allows parallel programming and failure is detected via comparison. This architecture 

is developed based on N-Version programming model because of its compatibility for 
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parallel applications allow a system to produce an output in an intended time and its 

capability to produce reliable output. In N-version programming, a single application 

that performs a specific task is designed redundantly in n number of versions (VMs), 

each version executes programs which is designed using different approaches. Each 

node executes an application which is designed using design diversity method such as 

design, programming language as well as developing team diversity however all of the 

applications are expected to produce similar outputs. The framework also uses a high-

performance computing concept such as parallel programming. N-version 

programming model supports a design with odd number of nodes. Output will be 

produced if N+1/2 nodes produce similar outputs out of N nodes in the majority voter 

node. The minimum number of nodes in n-version programming is 3 as shown in figure 

8. 

 

Figure 9 N-version programming model[39] 

When we see the above n-version programming model carefully, we can observe one 

weakness, that is if one node failed, there is no easy way to identify that node. The voter 

knows the existence of a failed version through the voting process. If dissimilar results 

are generated from versions, then the voter decides the system to roll back to make it 

error-free. However, we do not need to roll back the system because in case of real-

time systems the system may miss its deadline when it rolls back. Therefore, in order 

to make the system to produce its output in the intended time, we need online error 

detection and masking an error rather than rolling back the system. For this purpose, 

we adopted a local failure local recovery technique[49] in our architecture. In order to 

facilitate this process, we separated the process of voting from the process of identifying 

or and recovering. In order to identify and recover the failed version, we added 

comparing nodes which are developed to identify and recover the failed version. As a 
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result, we improved the above task execution model as shown in figure 9. In this 

improved model, we can easily identify the failed node by comparing the output of 

nodes with each other. So that additional nodes are required in which the produced 

outputs can be compared. 

 

Figure 10 1st level improved step of N-version programming 

As shown in figure 9 above, all the VMs which hold N1 to Nn applications accept input 

from input buffer and execute the applications independently. After execution, the 

generated output will be sent to comparing nodes (comp node 1 and comp node 2 in 

this case). If the outputs generated in each VMs are similar, one output will be selected 

and sent to the voter from each comparing node. Otherwise, error detection and 

recovery mechanisms take place in each comparing node. Now it is possible to identify 

the failed node if a failure happened. The way in which the systems identifies a failed 

node in this model is simple and it works according to the following simple expression 

example. 

Assume there are three VMs VM1, VM2, and VM3. All of them are expected to 

produce similar output that is X but in case of error one VM produces output Y.  In this 

case, VM1 and VM2 compared each other and there is no agreement so the error is 

detected but which VM is erroneous? To identify Erroneous VM, VM2 and VM3 

compared but they are agreed in their output. So, the system assumed that VM1 is failed. 

However, there is one problem in the above model again, that is, failure due to 

dependency. That is how can a system identify a failed node if VM2 failed? As we 

explained above, the system can select an output if there are similar outputs in different 

VMs. Otherwise, it considers as the output is invalid or the application failure has 
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occurred. In the above model in Figure 9, Assume if the middle VMs failed, then we 

cannot obtain similar outputs in some comparing nodes (Comp node1 and Comp node2 

for example). As a result, a single application failure may cause system failure. To avoid 

this problem, the architecture is again improved as shown in figure 10 below. 

 

Figure 11 2nd improved step of N-Version programming 

The model shown in figure 10 is the same as that of figure 9 except that in this model 

some nodes can send their outputs to the voter node independently. As a result, failure 

due to dependency is avoided and the voter algorithm has more probability to find 

similar outputs since the number of participants is increased. In this model even if 

comp1 and comp2 failed to obtain similar outputs due to middle VM (VM2 in this case), 

the outputs sent from other VMs independently are submitted to the voter and the voter 

can select one output if N+1/2 number of versions outputs are similar. 

The architecture shown in figure 11 is the final proposed task execution framework of 

fault tolerance system of real-time systems of cloud computing. 

The proposed architecture is designed based on the version subdivision technique. The 

system is divided based on the number of versions or task executing applications. In 

order to keep output reliability, every subpart should fulfill the N-version programming 

rule. Versions are divided into P parts and each Pi part contains an odd number of 
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versions so that if y+1/2 number of versions agreed in their output; the part selects its 

own output where y is the number of versions in a single part. The number of versions 

which can be found in each part and the number of subparts depends on the total number 

of versions. This means in short if there are N number of versions totally, then we will 

have a P number of parts each of them contains N/P number of versions. The proposed 

architecture needs N number of versions which are the product of any odd number. In 

short N=y*(2,3,4, 5….……...), where y is equal to any odd number starting from 3. 

Then according to the proposed architecture, y will be the number of versions in each 

subpart and the number which is multiplied by y will be the number of total subparts 

(P). Therefore, the total number of versions will be the product of the number of 

versions in each subpart and the number of total subparts that is N=y*P.  N should be 

any number that can be divisible by any odd number starting with 3.   

 In this architecture task executing nodes receives the task from the input buffer. The 

architecture has five independent processing levels. The first is an input buffer, an input 

buffer store jobs or tasks that should be processed and then send the task to all subparts 

which hold task processing applications (versions) which are found in distinct virtual 

machines. The second part is the part that contains virtual machines with N applications. 

In figure 11 these applications are indicated in V1 to Vn with N1 to Ny redundant 

versions respectively in each part. These virtual machines receive the job or task sent 

from the input buffer and responsibly to produce an output of the task independently.  

N1 to Ny are y number of redundant versions all of them are developed differently 

while provide similar functions. 

The third level of the architecture contains comparing nodes. The comparing nodes are 

indicated as CMP1 to CMPn. Each subpart has independent output comparing nodes 

and all of them compares the output of the virtual machines and they are responsible 

to identify the failed version and recover it in the cause of application failure. The 

fourth level of architecture contains voter nodes. Each of the system’s subparts has an 

independent voter which is responsible to vote subpart’s output. These voters accept 

the results generated from different VMs and comparing nodes in each subpart. 

According to N-version programming, the voter should vote the output if at least 

N+1/2 nodes match out of N nodes. The proposed architecture voters vote a single 

output based on this rule and send it to the decision-maker. 
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 If the voter can’t find similar outputs from different virtual machines in its part, then it 

sends an error message to the decision-maker node. 

 

Figure 12 The proposed fault tolerance architecture 

However, if all the voters are unable to select the output, then it considered as failure 

has happened in all versions and then the system rejects the task. Comparing nodes and 

voters in each subpart are assigned to a single comparing and voter virtual machine (CV 

vm). So that a total of P number of CV Vms will be needed for all subparts of this 

architecture. The fifth level of the proposed architecture contains decision-maker node. 

This decision-maker node receives results of voters and select a voter which is able to 

select an output. However, if all voters selected an output, then it accepts the 1st voter 

output. It then accepts the voter’s output and checks the time to decide on the system’s 
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output. Real-time systems are sensitive to time. Output which produced after the 

deadline was passed will be canceled because it considered as invalid even if the output 

by itself is correct. The system should produce the output in expected time. If the system 

produces the output before the time in which it was not needed, the system holds that 

output until the exact time comes and releases the output inexact real-time as a system 

output.  

Generally, the proposed architecture is developed in such a way that it can support 

message passing interface programming. Message passing interface programming 

works on the basis of send and receives operations. In this model, one application can 

send a message to another application that can receive the message and undergoes 

further processing. The advantage of the message passing interface programming model 

is that it is possible to process tasks in a parallel manner. All nodes which found at the 

same level of architecture executes in parallel.  The reason for using parallel 

programming is that it can improve the performance of the system and reduces the time 

required to produce the output in sequential programming.   

  

          N=total number of Versions 

P =number of system subpart 

x and y =any odd numbers where x<y 

Start 

1. Create required number of datacenters 

2. Initialize the broker 

3. Create required number of VMs 

4. Create N number of redundant versions 

5. Select N VMs for redundant versions 

       Then  

6. Divide N number of VMs into subparts do 

                   If     N % x==0 && N % y! =0 
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 Divide a system into subparts each having x number of versions and x 

VMs 

    Then P=N/x; 

                  Else 

 Divide a system into subparts each having y number of versions and y 

VMs 

   Then P=N/y; 

7. Create and assign the required number of comparing nodes to each subpart 

8. Create P voter nodes and assign 1 voter node for each subpart 

9. Create and assign 1 Decision maker to the system.  

10. Submit applications to VMs 

11. Broker assigns VMs to datacenters. 

End 

Note that in above algorithmic steps every “required number” should consider  

✓ Task distribute (input buffer) 

✓ Result comparing  

✓ Decision maker  

✓ Extra applications in case of recovery. 

The proposed architecture can tolerate application faults based on the following 

algorithmic steps. 

In algorithm 1, step 4, redundant number of versions or applications will be created and 

assigned to distinct virtual machines. Then on step 6, the virtual machines which holds 

the redundant versions machines will be subdivided to some odd number. If there is an 

odd number which can divide virtual machine and the result can be any integer value, 

then the virtual machines will be ungrouped based on that odd number. 

 

N= total number of redundant versions in the system. 

n=total number of versions in one part. 
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Varr [] = an array that contains all values received by the voter. 

VSimarr [] = an array which contains similar values in the voter. 

i and j=indexes of the array.  

ni=individual version in one part. 

Start 

1. Initialize the cloud server 

2. Input buffer distributes the request to N-versions 

3. N-versions process it and send the result to comparing nodes and Voters 

4. Then, comparing nodes receive results and do 

                    If   Result of ni==ni+1 

                            Then send 1 result to voter 

                   Else 

                              Call Error detection algorithm 

5. Voter Do 

                   For (i=0; i<n; i++) { 

                        For (j=i+1; j<n; j++) 

                            { 

                        If(Varr[j]) ==Varr[i]; 

                       VSimarr[i]=arr[i];  }   } 

6. If the number of value in the array containing similar   

results(simarr.leng())>=N+1/2 

                Choose 1 value and send it to DM 

     Else 

                 Send error_message to DM 

                        } 

7. Then, Decision maker Do 

If   Result selected from voters 

                   Choose 1 result 

Then  

Check real-time 

                  If time>deadline 

         Then 

            Reject result 

                 Else if time<real time range 

                       Then  

                               Wait (); 

                Else 
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                  Release the result 

Else  

Reject the result 

End 

 

4.1.2. Failure detection in the proposed model  

Error detection is one of the main activities expected from the fault tolerance systems. 

Error detection in this context is the process of identifying whether an unexpected 

situation has happened in the system or part of the system. If an unexpected situation 

or error has happened in the system, the system should be able to detect that situation 

in various ways, unless the system is exposed to produce incorrect output or total 

failure. It is possible to detect errors using different detection policies. Replication 

policy is one of the policies which can be used to identify errors that can happen in 

replicated copies of applications in reliable systems. Replication policy can be applied 

by using two different mechanisms. The first is the recovery block (RcB) method. In 

RcB fault tolerance, the failed version is detected using acceptance testers (AT). An AT 

accepts an output of a specific version and tests its output based on some logic. The 

second method of applying replication is N-version programming in which fault 

detection takes place through output comparison.  N-version programming has an 

advantage over RcB in that of producing reliable outputs. In order to make failed node 

detection easy and recover it, comparing nodes are developed independently of the 

voter algorithm in the proposed architecture. the main objective of adding comparing 

nodes in the proposed architecture is to apply local failure local recovery concept. The 

proposed architecture detects an error on the basis of output comparison. As explained 

above, after a specific task is executed in a number of VMs or redundant versions, the 

result will be sent to the next level of the architecture in which the outputs are compared. 

Basically, all applications are expected to produce similar outputs whatever their 

development mechanisms are. If executed application generated output which is 

identical with the output of another application that is executed in different VMs, then 

that application is considered as error-free, otherwise, it is considered as failed. 

comparing nodes identify the failed version according to the figure 13. 
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Figure 13 Failed version detection mechanism in the proposed architecture 

The comparing nodes identify failed version if and only if there are two or more error-

free versions.  This is due to the nature of N version programming which identifies the 
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failed version through comparison. As explained above, all versions are designed to 

produce similar outputs. However, during comparisons, if the dissimilar output is 

produced from a specific version, that version is considered as faulty. 

 

Where: 

              VMy=virtual machines that contain redundant versions 

              VMyi=virtual machines that contain individual redundant version 

               y=total number of versions in one part 

Start 

1. Receive Fault detect request from Fault Tolerance algorithm 

2. Then, each comparing node accepts results from at least two different VMs 

3.  For (i=1 to  y) 

4. Do 

             IF VMyi! =VMyi+1 && VMyi==VMyi+2 

                    The failed application is in VMyi+1 

                    Call algorithm 4 to recover version in VMyi+1; 

            Else  

                If VMyi==VMyi+1&& VMyi! =VMyi+2 

                        The failed application is in VMyi+2 

                       Call algorithm 4 to recover version in VMyi+2; 

                Else 

                  If VMyi! =VMyi+1&&VMyi==VMyi+2 

                  The failed application is in VMyi 

                  Call algorithm 4 to recover version in VMyi 

   While(i==y) 

End 

As we have discussed above, the failed version can be identified in bases of output 

comparison.  If dissimilar output is detected in group of similar outputs, then the version 

which produced that dissimilar output will be considered as failed version. 



50 
 

Overall system failure can happen due to two main reasons. The first is, a system can 

fail if it cannot find N+1/2 similar outputs in any of its voter nodes. The voter collects 

outputs from all the VMs which executed the submitted task from the input buffer. Out 

of these N number of VMs, at least N+1/2 VMs should generate similar outputs to 

continue the next process, otherwise, the system can fail totally. The second reason 

which can cause overall system failure is that if a system cannot generate an output in 

the expected time. Since the architecture is developed for real-time system and we know 

that real-time systems are the systems which are expected to produce an output in some 

expected time, the system will fail if it cannot produce the output in that of expected 

time regardless of the correctness of the output. This activity is performed by the 

decision-maker node of this architecture which receives the output from the voter node 

and evaluates it according to some predefined deadline.   

4.1.3. Failed version Recovery 

The failed applications are recovered according to the programming model of the Local 

Failure Local Recovery (LFLR) approach [49]. The LFLR approach is the most 

effective approach for the virtual which communicates through the message passing 

interface. In a message passing interface approach, the source machine and the 

destination machines are synchronized with send and receive methods.  In the message-

passing programming model, if one process fails due to some error, it will kill all other 

processes and terminate with an error. To avoid this issue LFLR approach is developed. 

The LFLR method tries to correct or replace the failed node where the failure detected. 

So that the other process continues normal functioning without being interrupted 

because of the failed node. In this study, the LFLR method is used on the basis of using 

extra applications that are executed in independent virtual machines. These extra 

applications receive tasks from the input buffer and execute them in virtual machines. 

However, their outputs are used only when the failure occurs in some applications 

which are normally expected to produce the correct outputs. Application failure 

recovery mechanism in proposed architecture works as shown in figure 14 

The following algorithmic steps shows how to recover specific failed version in 

proposed architecture.                                                                    
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In the proposed architecture, in order to recover the failed version extra application 

which contains the original status of an application is needed.  If there is no extra 

application, fault masking process takes place.  The process of fault masking is done by 

voter node.  In the process of fault masking, the effect of the output which is dissimilar 

from correct output will be hidden and the voter works on only the results which are 

similar. So that the failed version’s output or response has no effect on the rest of 

versions and system. 
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Each version in the proposed architecture perform its task according to the following 

algorithmic steps.  

 

 
Start  

1. Start the cloud server 

2. Input buffer distribute the task to all redundant versions 

3. Redundant versions receive the task 

4. Redundant versions execute the task 

5. Then Redundant versions send the produced output to the comparing 

nodes and voter 

End 

 

 

Figure 14 Task execution process in each VM of the proposed architecture 

As discussed above comparing nodes are responsible to identify the failed node in 

addition to compare the outputs of different VMs. Every VM works as shown in figure 

14. 
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As described in section 2.4.2 of this study, the effect of failed version will be hidden 

and if there are enough outputs to compare, output can be selected without fault 

recovery. The following graph shows how fault recovery takes place in proposed 

architecture. 

 

 

 

 

 

Figure 15 failed version recovery in proposed architecture 
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CHAPTER FIVE 

5. Result and Discussion 

5.1. Experiment 
An experiment of this fault-tolerance architecture for the real-time system of cloud 

computing is done using the Cloudsim simulation tool. An extended version of the 

Cloudsim which is Networkcloudsim is mainly used to test the undertaken study. 

Cloudsim is a widely used tool for simulating cloud algorithms, methods, and 

architectures. Cloudsim is a new generalized and extensible simulation framework that 

allows seamless modeling, simulation, and experimentation of emerging cloud 

computing infrastructure and management service.  Most importantly the extended 

version of this Cloudsim also known as Networkcloudsim has the following features. It 

supports the modeling of distributed applications that can be communicated through 

message passing.  It support for modelling and instantiation of large scale Cloud 

computing infrastructure, including data centers on a single physical computing node 

and java virtual machine, a self-contained platform for modelling data centers, service 

brokers, scheduling, and allocations policies, availability of virtualization engine, 

which aids in creation and management of multiple, independent, and co-hosted 

virtualized services on a data center node, flexibility to switch between space-shared 

and time-shared allocation of processing cores to virtualized services [50]. It also 

supports the simulation of parallel applications.  

The tests were conducted on an i3 machine having configuration: 2.4GHz with 4 GB 

of RAM running a standard window 10, JDK 1.8 and NetBeans IDE 8.2. To undertake 

simulation, one datacenter one broker 12 virtual machines and 30 applications 

(cloudlets) are created depending on the proposed architecture.  To simulate the 

proposed architecture the following configuration setup is applied. Each host MIPS 

(millions of instructions per second) is 1000, processing element (PES)of each virtual 

machine is 8. The RAM of each virtual machine is 1024 MB. The bandwidth of the host 

is 1000 bps. Applications or cloudlets are configured using different file size and 

execution task length.  Those 12 virtual machines and their tasks in the experiment are 

according to table 2 below. 
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Table 2 virtual machines and their tasks used in the experiment 

No  Virtual machine’s id Task 

1.  0 Input buffer which distributes the 

task to redundant versions. 

2.  1-6 Holds six versions that run similar 

functions 

3.  7 and 8 Comparing and voting results 

4.  9 Decision maker 

5.  10 Final output receiver 

6.  11 Holds extra applications for 

recovery 

 

Here the total number of versions (N) is 6.  According to algorithm 1, the virtual 

machines which hold N versions are divided by the lowest odd number that is 3. Then 

the result becomes 2. As a result, 3 is the number of versions in each subpart and 2 is 

the number of subparts in the system.  Virtual machine with id 7 is assigned to the first 

part and a Virtual machine with id 8 is assigned to the next part for a similar purpose. 

The experiment was done using the different numbers of faulty versions in both parts 

and using different real-time ranges.  

5.2. Results 
A series of tests were performed in this simulation environment and the generated 

results are presented towards the objective of the study as follows. Graphs and tables 

are used to present generated results during simulation. 

Result 1: figure 16 shows the process of submitting or binding of cloudlets to distinct 

virtual machines. All the applications are successfully assigned to their corresponding 

virtual machine according to proposed fault tolerance architecture. 
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Figure 16 submission of applications to the virtual machines 

Totally there are 30 cloudlets and 12 virtual machines in which applications will be 

executed. The created 30 cloudlets are distributed to different virtual machines based 

on proposed architecture and assigned successfully. The simulation is done by selecting 

6 versions. According to the proposed architecture, the six redundant versions are 

divided by the lowest odd number which is 3 and, 2 parts were formed.  A total of four 

comparing applications, two voters and one decision-maker were used for simulation. 

This result shows that the version subdivision algorithm is applied properly to assign 

version’s to distinct virtual machines in which applications execute.  

Result 2: figure 17 shows the time in which each of the application completes its 

execution. This time depends on cloudlet's task size and their corresponding virtual 

machine’s capacity. Applications task size varies based on activities performed by each 

application. 
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Figure 17 Applications and their execution completion time 

From this result we recognize that it is necessary to consider the size of applications 

and the capacity of virtual machines in order to preset deadline for real time systems. 

Result 3: figure 18 shows the amount of data transferred by each virtual machine. After 

executing cloudlets submitted to it, each virtual machine transferred the result of 

execution to the next virtual machine until the final output produced. The graph shows 

the amount of data in bytes that transferred from task distributer (initial) virtual machine 

to final output producer virtual machine. The result of execution is sent and received in 

the form of packets. The maximum size of each packet was configured to be 1000 bytes. 

Accordingly, the node which is responsible to distribute tasks to processing nodes 

transferred 9 packets to the 9 cloudlets found in distinct virtual machines. These 9 

packets received by 6 virtual machines(vm1-vm6) which were selected to run redundant 

versions and produce outputs independently as well as 3 reserved applications which 

found in virtual machine id 11. So that each application received 1 packet of the size 

1000 bytes independently.  On the graph, we observed that the nodes from node 1 to 

node 6 transferred a similar amount of data. Each of these nodes received one packet 

from node id 0 and processed it. Then after processing each of the nodes sent 2 packets 

to the next comparing nodes.  Every node sent its result to two different comparing 

nodes in the form of packets each has the size of 1000 bytes. Each comparing node, the 

nodes from 7 to 10 on the graph, received 2 packets from 2 distinct virtual machines 

one from each. Each comparing node compared the results received from processing 
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nodes and sent 1 packet to the voter nodes. The voter nodes, Vm id 7 and Vm id 8, 

voted or selected one packet among received packets from different virtual machines 

sent it to the virtual machine 9. VM id 9 chose the voter and checked the time in which 

the output was produced. This VM can decide to pass or cancel the output based on 

time and voter failures in case of failure of nodes more than the expected number to 

tolerate. In this result, the output was produced in time and passed as system output. 

 

Figure 18 data transmission in each VM 

Result 4: figure 19 shows the applications and their corresponding execution task 

length. In this experiment, each application has been assigned a different execution task 

length. Task length is the number of instructions for each application executes. The task 

length for applications was assigned considering the activities they perform. As shown 

in the graph, application 1 has assigned 4000 task length since its responsibility is just 

distributing the tasks for other required nodes such as VM1 to VM6. The task length of 

the VMs between VM1 and VM6 is considered to be equal because these VMs accept 

similar input and expected to generate similar outputs.  As shown in the graph, the VMs 

which has similar job has assigned similar task length. 
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Figure 19 Applications and their execution task length 

Result 5: figure 20 shows the size of applications and the time required to execute them. 

As we have discussed in result 4, various size of the execution task is assigned for the 

applications which execute the tasks.  This dissimilarity of task length among 

application affects the execution time of those applications as shown on result 6 below. 

The size of the application depends on the length of the tasks that are executed by that 

application. As a result, application execution time depends on the application’s size. 

In other words, as the size of application increases, the time required to execute that 

application also increases. It is vital to consider while developing real-time systems 

because these systems are highly time-dependent.  
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Figure 20 Application size and execution time 

Result 6: Figure 21 shows the relationship between the virtual machine and the 

corresponding execution completion time. As we have seen in result 3, the execution 

of virtual machines takes place through passing intended information among each other. 

Some virtual machines send information while others receive the sent information and 

execute it. It is impossible for all virtual machines to execute and complete the task at 

the same time. However, the VMs which found at a similar level start their execution 

at the same time and execute in parallel as shown in the result. The virtual machine’s 

execution completion time depends on two factors such as execution task length or 

application size and virtual machine’s capacity often known as MIPS to process the 

given task. As we discussed in the above results, the cloudlets or applications which 

has similar size has been finished their execution at the same time. Accordingly, the 

virtual machines which hold applications of the same size and have equal MIPS 

capacity finished their execution at a similar time. Result 6 shows this property of 

parallelism or simultaneous execution. First, VM id 0 distributed or sent the task to be 

executed to the intended VMs which holds redundant versions. Second, VM1 to VM6 

received the task sent from VM id 0 and all started and executed the tasks in parallel. 

Third, those six VMs sent the result or the output of the execution of an application to 

the next nodes which processes the comparing function. Then, comparing machines, 

node1-to- node4, received the results of six VMs and sent results to the voters 

simultaneously. These nodes and voters are assigned to compare and voter virtual 
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machines.  Compare nodes 1 and 2 including voter 1 were assigned to virtual machine 

7. Whereas comparing nodes 3 and 4 including voter 2 were assigned to virtual machine 

8. After receiving the results from VMs, the voter nodes 1 and 2, undertakes the task of 

voting in parallel and sent the single output each to the voter selector and time checker 

machine that is VM 9. The VM 9 did many activities such as selected one voter, then 

took its output and checked the time in which the output was produced and finally 

decided to pass the output as the system output. The output can be produced in three-

time intervals, before the expected time, at exact real-time range and after the deadline. 

It is the task of VM9 to decide on that. VM10 here worked as the final system output 

receiver and VM11 holds reserved applications that can be used in case of application 

failure during execution. 

 

 

Figure 21 VMs and execution time 
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Result: 7 This table shows the execution result of the proposed fault tolerance 

architecture.  

Table 3 system status depending on different number of failed versions and real-time 

variation 

Cycl

e 
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node 
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red 

versions 

id 
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version 
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ced 

time in 

ms 

Selected 

voter  

System 

 Status 
V1 v2 

1 

 

 

 

 

7 1 and2 - - Passed  

 

530-

550 

 

 

Passed 

 

 

passed 

 

 

516 

 

 

V1 

 

 

Passed 

8 2 and 3 - Passed 

9 4 and 5 - - Passed 

10 5 and 6 - Passed 

2 7 1 and2 2  

  2 

Passed   

470-

500 

 

 

Passed 

 

 

passed 

 

 

515 

 

 

V1 

 

 

Failed 

8 2 and 3 - Passed 

9 4 and 5 -  - Passed 

10 5 and 6 - Passed 

3 

 

 

 

 

7 1 and2 1   

    - 

Failed   

 500-

600 

 

Failed 

 

passed 

  

547 

 

V2 

 

Passed 
8 2 and 3 2 Failed 

9 4 and 5 5  

   5 

Passed 

10 5 and 6 - Passed 

4 7 1 and2 -   - Passed  

500-

550 

 

Passed 

 

passed 

 

578 

   

V1 

 

Failed 8 2 and 3 - Passed 

9 4 and 5 4   4 Passed 

10 5 and 6 - Passed 

5 

 

 

 

 

7 1 and2 -    1 Passed  

550-

600 

 

Passed 

 

failed 

 

583 

 

V1 

 

Passed 
8 2 and 3 1 Passed 

9 4 and 5 4    - Failed 

10 5 and 6 6 Failed 

6 7 1 and2 - - Passed  

450-

500 

 

Passed 

 

passed 

 

528 

  

V1 

 

Failed 8 2 and 3 - Passed 

9 4 and 5 - - Passed 

10 5 and 6 - Passed 

7 7 1 and2 1 - Failed  

500-

650 

 

Failed 

 

failed 

 

- 

  

- 

 

Failed 8 2 and 3 2 Failed 

9 4 and 5 5 - Failed 

10 5 and 6 6 Failed 

 



63 
 

 

The architecture executed for 7 cycles. The objective of this execution is to check the 

ability of the system to tolerate the failure of different versions and produce the intended 

result in the presence of failed versions. As shown in the table, node1 to node 6 are 

different versions of software which have similar functionality. 

Where id number is assigned starting from version 1. Node 7 to node 10 are nodes that 

undertake the process of comparing the outputs which were generated from different 

versions. In cycle 1, all error-free versions were executed simultaneously and the output 

was compared in comparing nodes. There was no failed node and all nodes passed.  

Both voters were able to select output from the nodes but the system selected voter one 

since it is a default voter which should be selected if it is fine. The expected time in 

which output can be accepted was set to 530-550 milliseconds. However, the output 

was produced before an expected range of time. The system holds the output and waited 

for 16 milliseconds.  Then the system releases the output as a system output in expected 

time. In cycle 2, the architecture was executed in a similar manner but in the presence 

of one failed node that was node 2. The failed node was recovered successfully and the 

system has generated the output. However, the time in which the output produced was 

beyond the expected time. As a result, the system was failed to pass the system output 

because of real-time. In cycle 3, there were three failed versions or nodes. the only 

recovered node as node 5. Node 1 and node 2 cannot be recovered because they belong 

to a single part.  In a single part, to recover a failed version, at least two error-free 

versions will be needed. Since the failed nodes belonged to voter 1, it is failed to select 

output and consequently, voter 2 was selected to produce system output. In the case of 

cycles 4 and 6, the output was failed due to the real-time deadline. But in the case of 

cycle 7, the system was failed because of the failure of all versions. 

Failure scenarios 

As shown in the simulation, the architecture is capable to tolerate fault in the presence 

of different versions of failure. Let’s see different failure scenarios. 

i. Scenario 1: no faulty node 

In this case, the system cannot fail due to versions. However, it might fail due to a real-

time limit. The above table indicates this scenario in cycles 1 and 2.  
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ii. Scenario 2: less than N/2 faulty versions in each subpart 

In this case, the system can tolerate faults.  If time is not exceeded.  

iii. Scenario 3: half number of faulty nodes  

If half number of nodes are faulty, the proposed architecture can tolerate a system 

failure. Because when we group these versions at least 1 part can have error-free 

versions or more than half error-free versions. 

iv. Scenario 4: a part failure: 

A part can fail if its voter cannot select an output. This is due to the failure of more than 

half number of versions in that part 

v. Scenario 5: system failure 

A system can fail due to the following two reasons relating with redundant versions. 

1. If an equal number of faulty versions happened in all parts of the system at 

the same time 

2. If the number of those faulty nodes is greater than the number of the error-

free nodes in all parts. 

This indicates that the system failure probability is extremely low.  

 

5.3. Comparison 
 

Figure 22 shows the comparison result of the proposed architecture (VSFTA) with NVP 

and BFT architectures.  Comparison is done based on the fault tolerance capability of 

those architectures in the presence of a various number of faulty versions 
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Figure 22 Comparing three different architectures 

As explained in [51], BFT architecture tolerates f faults out of the total number of 3f+1 

versions and according to  [39] and [52], NVP tolerates a fault if the maximum number 

of versions agreed on their result in its majority voter that is N+1/2.  Since the proposed 

architecture is based on version grouping technique, it tolerates faults if one part out of 

P parts is error-free and that is if n number of Versions are found in each subpart, it can 

tolerate failure if at least versions found in one part are error-free. Based on this 

information, the comparison is done on three architecture and the proposed architecture 

is best of them in tolerating faults and continue functioning in the presence of the 

maximum number of faulty versions. Especially when the number of versions 

increased, the proposed architecture’s fault tolerance capacity became increased in 

comparison with others. This indicates that even though there is an adequate number of 

error-free versions, the previous architectures fail due to their mathematical formula. 

For example, in previous architecture, it is impossible to tolerate a failure even though 

the N/2 number of versions are error-free out of N versions. This is not efficient for a 

large number of N since N/2 also became increase.  For example, if there are 100 

versions totally, the system fails in the presence of 50 error-free versions in previous 

architectures. The proposed architecture utilized error-free versions efficiently by 

dividing all versions into subparts and using similar fault tolerance rules with other 

architectures, especially N-versions programming. During version subdivision, some 

parts were able to hold error-free versions randomly even if there were more than half 

faulty versions totally.  
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Figure 23 shows the availability of the system in two related architecture.  The two 

compared architectures are the proposed version subgrouping fault tolerance 

architecture (VSFTA) and NVP. 

 

Figure 23 Availability comparison 

In this comparison, both architectures were compared with a similar number of 

versions.  Each version’s availability level was assumed to be equal. Since we don’t 

know which version has more availability and which has less availability, similar value 

of availability was assumed to each version and availability of the overall system was 

calculated in both architectures. The comparison was done in a similar procedure for 

both architectures. It’s obvious that availably=1-unavailability and availability for 

parallel components or versions can be calculated using the following equations [53]: 

 

System A=1-(1-Ac) number of components…………………………………eq1 

Where Ac represents the availability of the component  

This equation is used if even if only one faulty component can make the system 

available. In short, this means; the system needs at least one error-free component to be 

available. However, in NVP only one error-free component cannot make the system 

available. Therefore, we need to identify what number of versions can make the system 

available out of N numbers. In NVP, the system’s availability depends on N+1/2 
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versions. This means if N+1/2 versions are available or error-free then the system is 

considered as available, and if N+1/2 versions are faulty then the system is considered 

as unavailable. In short, a system fails or become unavailable if: 

              nf >=N+1/2………………………………………………………eq2 

where nf represents the number of faulty versions. Therefore, to know the unavailability 

of the system, the following equation was used. 

   Unavailability=(1-Ac) faulty versions (Ac)none faulty versions………………...…eq3 

In eq2 above, we saw in which state system can be unavailable.  

        Unavailability=(1-Av) n+1/2 (Av)n-(n+1/2) 

System Availability =1- Unavailability…………………………………. Eq4 

Where Av stands for availability of version. 

For VSFTA, there are two or more than two subparts which run in parallel. So, the 

unavailability of each subpart was calculated using a similar procedure and availability 

of the overall system was calculating using the availability of each subpart. To calculate 

proposed architecture’s availability the following equation was used with the same 

arbitrary version availability value. 

Unavailability, UPi=(1-A) faulty versions in that part(A)none faulty versions in that part 

From eq2 above, we can calculate in which state a part can be unavailable.  

                 UPi=(1-Av) npi+1/2 (Av)npi-(npi+1/2) 

             Availability, APi =1-UPi 

Then we can use eq1 to calculate the system’s availability since one part of the system 

can make the system available. 

             System availability=1-(1-APi) number of parts 

Where,  

      UPi is unavailability of part i, 

      APi is the availability of part i. 

      npi is number of versions in part i. 
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5.4. Contribution of the study. 
The main aim of this study is to develop fault tolerance architecture for real-time 

systems of cloud computing.  Many studies were conducted concerning this issue 

previously especially in the works which were done based on the redundancy technique. 

In the system which are developed using redundancy techniques, redundant 

components are the main resources which insure the system’s functionality. However, 

the studies concerned only on how many numbers of error-free versions can make a 

system to continue its function rather than how can we utilize existing error-free 

versions to enable a system to continue its function as much as possible. This study 

gave much attention to the issue of version utilization and as a result, a new version 

subgrouping approach is adopted in the study.  In addition to this, a previous cloud 

computing real-time fault tolerance architectures focused on only the effects of the late 

response of the systems. They are developed to prevent or reject an output which 

produced after the deadline. However, in many cases early or before expected time 

responses can result in similar unwanted outcomes as just as that of late responses. 

Therefore, in this study, early responses were taken into consideration just like late 

responses.  In this time has three states x, y, and z, whereas y is real-time range starting 

from time x to time z and any response before x and after z is considered as out of time. 
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CHAPTER SIX 

6.1. Conclusion and Recommendation 

Developing fault tolerance architecture for real-time systems of cloud computing 

systems was the main objective of this study.  Using a different and effective approach 

than other previously developed architectures, the proposed architecture is developed 

successfully.  Real-time systems are the systems that evaluate the validity of the output 

depending on not only its correctness but also depending on the time in which output 

was produced. The developed architecture focuses on this issue in two different 

dimensions. The first is the output which produced early or before the time in which 

the result is needed and the second is the output which is produced after the deadline. 

Both time issues are resolved in developed architecture successfully. Regarding output 

reliability, the proposed system used the most effective software fault tolerance 

technique which is NVP. The advantage of this NVP technique over other techniques 

is that it checks output reliability based on the produced output itself while others use 

logical codes like AT. The approach used to develop the proposed architecture was 

version grouping into different system subparts while each subpart fulfills the rule of 

NVP. This approach enables a system to tolerate the failure of versions effectively.  

Using this version partition, the system could tolerate failure in the presence of more 

than half faulty versions. This increases the systems' fault tolerance capability 

especially when the numbers of versions are becomes increasing. The proposed system 

is compared with three related architectures in terms of numbers of faulty nodes and 

the system’s ability to tolerate those faulty nodes.  As the comparison result indicates, 

the proposed architecture is the best architecture in tolerating more faulty versions. To 

evaluate the proposed system Cloudsim tool was used. However, the proposed 

architecture has some limitations. The first limitation is that if an equal number of 

versions are failed in each subpart at the same time, the architecture cannot tolerate fault 

especially if the number of failed versions is greater than error-free versions in all 

subparts. Another limitation is that in the proposed architecture if a version failed 

replacement activity takes place immediately. However, it is better to resolve the fault 

of a failed version rather than replacing it. 
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6.2. Future work 

In this study, fault tolerance architecture is developed for real-time systems of cloud 

computing. Even though this architecture adequately tolerated faults using redundant 

versions efficiently, its fault version recovery algorithm yet need improvement.  In this 

study, if a specific version is failed, fault masking or vailed version replacement 

technique is used. However, it is more important to resolve the issues of the failed node 

and reuse it rather than replacing it.  In order to resolve the version and reuse it without 

disturbing other operations, the active resource manager (ARM) is needed which isn’t 

part of this study. For the future, this issue will be considered and improvements will 

be made.  

 

 

 

 

 

 

 

 

 

 

 



71 
 

References 

[1] S. Malgaonkar, P. Shah, R. Jhaveri, and T. Hirave, “Real Time e-Learning System 

using Cloud Computing,” Int. J. Comput. Appl., vol. 123, no. 3, 2015. 

[2] A. Gupta, A. K. Chandra, and P. Luksch, Real-Time and Distributed Real-Time 

Systems:Theory and Applications, New York. CRC Press, 2016. 

[3] S. M. A. Ataallah, S. M. Nassar, and E. E. Hemayed, “Fault tolerance in cloud 

computing - survey,” in 2015 11th International Computer Engineering 

Conference (ICENCO), Cairo, Egypt, 2015, pp. 241–245. 

[4] M. Hasan and M. S. Goraya, “Fault tolerance in cloud computing environment: A 

systematic survey,” Comput. Ind., vol. 99, pp. 156–172, Aug. 2018. 

[5] M. R. Roveicy and A. Bidgoli, “Comparative Analysis of Fault Tolerance 

Techniques in Cloud Computing: A Case of Armangerayan CO.,” Int. J. Eng. 

Technol., vol. 7, pp. 432–436, Sep. 2018. 

[6] T. Zaidi, “Modeling for fault tolerance in cloud computing environment,” J. 

Comput. Sci. Appl., vol. 4, no. 1, pp. 9–13, 2016. 

[7] I. A. T. Hashem, I. Yaqoob, N. B. Anuar, S. Mokhtar, A. Gani, and S. U. Khan, 

“The rise of ‘big data’ on cloud computing: Review and open research issues,” Inf. 

Syst., vol. 47, pp. 98–115, 2015. 

[8] Z. Zheng, T. C. Zhou, M. R. Lyu, and I. King, “FTCloud: A component ranking 

framework for fault-tolerant cloud applications,” in 2010 IEEE 21st International 

Symposium on Software Reliability Engineering, 2010, pp. 398–407. 

[9] A. Bala and I. Chana, “Fault tolerance-challenges, techniques and implementation 

in cloud computing,” Int. J. Comput. Sci. Issues IJCSI, vol. 9, no. 1, p. 288, 2012. 

[10] I. P. Egwutuoha, S. Chen, D. Levy, and B. Selic, “A fault tolerance framework 

for high performance computing in cloud,” in 2012 12th IEEE/ACM International 

Symposium on Cluster, Cloud and Grid Computing (ccgrid 2012), 2012, pp. 709–

710. 

[11] S. S. Lakshmi, “Fault tolerance in cloud computing,” Int. J. Eng. Sci. Res.-IJESR, 

vol. 4, no. 01, 2013. 

[12] S. Malik and F. Huet, “Adaptive fault tolerance in real time cloud computing,” in 

2011 IEEE World Congress on Services, 2011, pp. 280–287. 

[13] L. L. Pullum, Software fault tolerance techniques and implementation. Artech 

House, 2001. 



72 
 

[14] R. Silhavy, P. Silhavy, and Z. Prokopova, Cybernetics Approaches in Intelligent 

Systems: Computational Methods in Systems and Software 2017, vol. 1. Springer, 

2017. 

[15] P. Kumari and P. Kaur, “A survey of fault tolerance in cloud computing,” J. King 

Saud Univ.-Comput. Inf. Sci., 2018. 

[16] E. Dubrova, “Fault tolerant design: An introduction,” Dep. Microelectron. Inf. 

Technol. R. Inst. Technol. Stockh. Swed., 2008. 

[17] “Basic fault tolerant software techniques,” GeeksforGeeks, 08-Oct-2018. . 

[18] S. Singh, Y.-S. Jeong, and J. H. Park, “A survey on cloud computing security: 

Issues, threats, and solutions,” J. Netw. Comput. Appl., vol. 75, pp. 200–222, Nov. 

2016. 

[19] A. B. Angadi, A. B. Angadi, and K. C. Gull, “Security Issues with Possible 

Solutions in Cloud Computing-A Survey,” Int. J. Adv. Res. Comput. Eng. Technol. 

IJARCET, vol. 2, no. 2, pp. 2278–1323, 2013. 

[20] C. C. Rao, M. Leelarani, and Y. R. Kumar, “Cloud: computing services and 

deployment models,” Int. J. Eng. Comput. Sci., vol. 2, no. 12, pp. 3389–3390, 2013. 

[21] S. Ilango and A. Khajeh-Hosseini, “Research agenda in cloud technologies,” 

Retrived August, vol. 10, p. 2015, 2010. 

[22] P. K. Senyo, E. Addae, and R. Boateng, “Cloud computing research: A review of 

research themes, frameworks, methods and future research directions,” Int. J. Inf. 

Manag., vol. 38, no. 1, pp. 128–139, Feb. 2018. 

[23] T. Diaby and B. B. Rad, “Cloud computing: a review of the concepts and 

deployment models,” Int. J. Inf. Technol. Comput. Sci., vol. 9, no. 6, pp. 50–58, 

2017. 

[24] M. A. Bamiah and S. N. Brohi, “Exploring the cloud deployment and service 

delivery models,” Int. J. Res. Rev. Inf. Sci., 2011. 

[25] A. M. Chandrashekhar and Shashikumar, “Cloud Computing Service and 

Deployment Models,” IJRASET, vol. Volume 5, no. VI, pp. 1083–1088, Jun. 2017. 

[26] K. Kavitha, “Study on Cloud Computing Model and its Benefits, Challenges,” 

Int. J. Innov. Res. Comput. Commun. Eng., vol. 2, no. 1, pp. 2423–2431, 2014. 

[27] Suruchi, “Proactive Fault Tolerance Technique for Scientfic Applications in 

Cloud,” Thapar, Patiala, 2017. 

[28] N. Subramanian and A. Jeyaraj, “Recent security challenges in cloud computing,” 

Comput. Electr. Eng., vol. 71, pp. 28–42, Oct. 2018. 



73 
 

[29] L. Feinbube, P. Tröger, and A. Polze, “The landscape of software failure cause 

models,” ArXiv Prepr. ArXiv160304335, 2016. 

[30] G. K. Saha, “Approaches to Software Based Fault Tolerance–A Review,” 

Comput. Sci., vol. 13, no. 3, p. 39, 2005. 

[31] I. P. Egwutuoha, D. Levy, B. Selic, and S. Chen, “A survey of fault tolerance 

mechanisms and checkpoint/restart implementations for high performance 

computing systems,” J. Supercomput., vol. 65, no. 3, pp. 1302–1326, 2013. 

[32] R. Campbell and B. Randell, “Error recovery in asynchronous system,” Softw. 

Eng. IEEE Trans. On, vol. SE-12, pp. 811–826, Aug. 1986. 

[33] D. Kochhar and J. Hilda, “AN APPROACH FOR FAULT TOLERANCE IN 

CLOUD COMPUTING USING MACHINE LEARNING TECHNIQUE,” Nov. 

2017. 

[34] Atul Kumar and Deepti Malhotra, “Study of Various Reactive Fault Tolerance 

Techniques in Cloud Computing,” Int. J. Comput. Sci. Eng. Open Access, vol. 6, 

no. 5, pp. 54–58, Jun. 2018. 

[35] R. Khoury, A. Hamou-Lhadj, M. Couture, and R. Charpentier, “Diversity 

Through N-Version Programming: Current State, Challenges and 

Recommendations,” Int. J. Inf. Technol. Comput. Sci. IJITCS, vol. 4, no. 2, p. 56, 

2012. 

[36] M. Jain and R. Gupta, “Redundancy issues in software and hardware systems: an 

overview,” Int. J. Reliab. Qual. Saf. Eng., vol. 18, no. 01, pp. 61–98, 2011. 

[37] A. Verma, A. Ghartaan, and T. Gayen, “Review of Software Fault-Tolerance 

Methods for Reliability Enhancement of Real-Time Software Systems,” Int. J. 

Electr. Comput. Eng., vol. 6, no. 3, p. 1031, 2016. 

[38] L. Chen and A. Avizienis, “N-version programming: a fanlt-tolerance approach 

to reliability of software operation,” Proc. - Annu. Int. Conf. Fault-Toler. Comput., 

Jan. 1978. 

[39] A. Avizienis, “The N-Version Approach to Fault-Tolerant Software,” IEEE 

Trans. Softw. Eng., vol. SE-11, no. 12, pp. 1491–1501, Dec. 1985. 

[40] Z. Zheng, T. C. Zhou, M. R. Lyu, and I. King, “Component ranking for fault-

tolerant cloud applications,” IEEE Trans. Serv. Comput., vol. 5, no. 4, pp. 540–550, 

2011. 



74 
 

[41] A. M. Tyrrell, “Recovery blocks and algorithm-based fault tolerance,” in 

Proceedings of EUROMICRO 96. 22nd Euromicro Conference. Beyond 2000: 

Hardware and Software Design Strategies, 1996, pp. 292–299. 

[42] R. Goel and G. M. Shroff, “Transparent parallel replication of logically 

partitioned databases,” in Proceedings of 3rd International Conference on High 

Performance Computing (HiPC), 1996, pp. 132–137. 

[43] B. Nicolae and F. Cappello, “BlobCR: efficient checkpoint-restart for HPC 

applications on IaaS clouds using virtual disk image snapshots,” in SC’11: 

Proceedings of 2011 International Conference for High Performance Computing, 

Networking, Storage and Analysis, 2011, pp. 1–12. 

[44] B. Nicolae, G. Antoniu, L. Bougé, D. Moise, and A. Carpen-Amarie, “BlobSeer: 

Next-generation data management for large scale infrastructures,” J. Parallel 

Distrib. Comput., vol. 71, no. 2, pp. 169–184, 2011. 

[45] D. Sun, G. Chang, C. Miao, and X. Wang, “Modelling and evaluating a high 

serviceability fault tolerance strategy in cloud computing environments,” Int. J. 

Secur. Netw., vol. 7, no. 4, pp. 196–210, 2012. 

[46] J. Wang, W. Bao, X. Zhu, L. T. Yang, and Y. Xiang, “FESTAL: fault-tolerant 

elastic scheduling algorithm for real-time tasks in virtualized clouds,” IEEE Trans. 

Comput., vol. 64, no. 9, pp. 2545–2558, 2014. 

[47] X. Chen and J.-H. Jiang, “A method of virtual machine placement for fault-

tolerant cloud applications,” Intell. Autom. Soft Comput., vol. 22, no. 4, pp. 587–

597, 2016. 

[48] Y. Zhang, Z. Zheng, and M. R. Lyu, “A Byzantine Fault Tolerance Framework 

for Voluntary-Resource Cloud Computing,” 2011 IEEE 4th Int. Conf. Cloud 

Comput., pp. 444–451, 2011. 

[49] K. Teranishi and M. A. Heroux, “Toward local failure local recovery resilience 

model using MPI-ULFM,” in Proceedings of the 21st European MPI Users’ Group 

Meeting, 2014, p. 51. 

[50] D. Goutam, A. Verma, and N. Agrawal, “The performance evaluation of 

proactive fault tolerant scheme over cloud using CloudSim simulator,” in The Fifth 

International Conference on the Applications of Digital Information and Web 

Technologies (ICADIWT 2014), 2014, pp. 171–176. 



75 
 

[51] Y. Zhang, Z. Zheng, and M. R. Lyu, “BFTCloud: A byzantine fault tolerance 

framework for voluntary-resource cloud computing,” in 2011 IEEE 4th 

International Conference on Cloud Computing, 2011, pp. 444–451. 

[52] M. Yang, G. Hua, Y. Feng, and J. Gong, “Software Fault‐Tolerance Techniques,” 

in Fault-tolerance Techniques for Spacecraft Control Computer, 1st ed., 

Singapore: Wiley Online Library, 2017, pp. 151–178. 

[53] R. Hoda and K. R. Azad, “Calculating Total System Availability,” KLM-Air 

France, Amsterdam, 2014. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



76 
 

 

Appendices 
NB: some part of the code isn’t found here intentionally 

 Appendix-A: imported packages  

Package 

org.cloudbus.cloudsim.examples.network.applications; 

import java.time.Instant; 

import org.cloudbus.cloudsim.brokers.DatacenterBroker; 

import org.cloudbus.cloudsim.cloudlets.Cloudlet; 

import org.cloudbus.cloudsim.cloudlets.network.*; 

import org.cloudbus.cloudsim.core.CloudSim; 

import org.cloudbus.cloudsim.resources.Pe; 

import org.cloudbus.cloudsim.resources.PeSimple; 

org.cloudsimplus.builders.tables.CloudletsTableBuilder; 

import org.cloudsimplus.util.Log; 

import java.util.ArrayList; 

import java.util.List; 

import java.util.function.Consumer; 

import org.cloudbus.cloudsim.cloudlets.CloudletSimple; 

import java.util.stream.Stream; 

 

Appendix B: configuring cloud resources 

    private static final int NUMBER_OF_HOSTS =12; 

    private static final int VM_MIPS = 10000; 

    private static final int VM_PES = 8; 

    private static final long HOST_BW = 1000; 

    private static final int 

CLOUDLET_EXECUTION_TASK_LENGTH = 4000; 

    private static final long PACKET_DATA_LENGTH_IN_BYTES 

= 1000; 

    private static final int NUMBER_OF_PACKETS_TO_SEND = 

1; 

 

  Appendix C: Creating datacenter and Hosts 

    private NetworkDatacenter createDatacenter()  

      { 

        List<Host> hostList = new ArrayList<>(); 

        for (int i = 0; i < NUMBER_OF_HOSTS; i++)   

            { 

            Host host = createHost(); 

            hostList.add(host);  

            } 

NetworkDatacenter newDatacente = new 

NetworkDatacenter(simulation, hostList, new                

VmAllocationPolicySimple()); 

        newDatacenter.setSchedulingInterval(15); 

        createNetwork(newDatacenter); 

        return newDatacenter; 

    } 
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    private Host createHost()  

                       { 

        List<Pe> peList = createPEs(VM_PES, VM_MIPS); 

        return new NetworkHost(VM_RAM, HOST_BW, 

HOST_STORAGE, peList) 

                .setRamProvisioner(new 

ResourceProvisionerSimple()) 

                .setBwProvisioner(new 

ResourceProvisionerSimple()) 

                .setVmScheduler(new 

VmSchedulerTimeShared()); 

                            } 

 

    private List<Pe> createPEs(final int numberOfPEs, 

final long mips) { 

        List<Pe> peList = new ArrayList<>(); 

        for (int i = 0; i < numberOfPEs; i++) 

                                     { 

            peList.add(new PeSimple(mips, new 

PeProvisionerSimple())); 

                                     } 

        return peList; 

    } 

    private void createNetwork(NetworkDatacenter 

datacenter)  

                          { 

        EdgeSwitch[] edgeSwitches = new EdgeSwitch[14]; 

        for (int i = 0; i < edgeSwitches.length; i++) { 

            edgeSwitches[i] = new EdgeSwitch(simulation,       

datacenter); 

            datacenter.addSwitch(edgeSwitches[i]); 

        } 

 

       for (NetworkHost host : 

datacenter.<NetworkHost>getHostList()) { 

            final int switchNum = getSwitchIndex(host, 

edgeSwitches[0].getPorts()); 

            edgeSwitches[switchNum].connectHost(host); 

            host.setEdgeSwitch(edgeSwitches[switchNum]); 

        } 

    } 

 

    private List<NetworkVm> 

createAndSubmitVMs(DatacenterBroker broker) { 

        final List<NetworkVm> list = new ArrayList<>(16); 

        for (int i = 0; i < NUMBER_OF_HOSTS; i++) { 

            NetworkVm vm = createVm(i); 

            list.add(vm); 

        } 
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        broker.submitVmList(list); 

        return list; 

    } 

 

    private NetworkVm createVm(int id) { 

        NetworkVm vm = new NetworkVm(id, VM_MIPS, 

VM_PES); 

        vm 

                .setRam(VM_RAM) 

                .setBw(HOST_BW) 

                .setSize(HOST_STORAGE) 

                .setCloudletScheduler(new 

CloudletSchedulerSpaceShared()); 

        return vm; 

    } 

Appendix D: creating applications and assigning them to 

virtual machines  

          

 private NetworkCloudlet createNetworkCloudlet(NetworkVm 

vm)               { 

 NetworkCloudlet netCloudlet=new 

NetworkCloudlet(++currentNet orkCloudletId, 4000, 

VM_PES); 

        netCloudlet 

                .setMemory(TASK_RAM) 

                .setFileSize(CLOUDLET_FILE_SIZE) 

                .setOutputSize(CLOUDLET_OUTPUT_SIZE) 

                .setUtilizationModel(new 

UtilizationModelFull()); 

        netCloudlet.setVm(vm); 

        return netCloudlet; 

    } 

 

 

     private List<NetworkCloudlet> 

createAndSubmitCloudlets()  

         { 

          

        NetworkCloudlet cloudlet0 = 

createNetworkCloudlet(0, vmList.get(0)); 

        cloudletList.add(cloudlet0);       

       NetworkCloudlet cloudlet1 = 

createNetworkCloudlet(1, vmList.get(1)); 

        cloudletList.add(cloudlet1); 

        NetworkCloudlet cloudlet2 = 

createNetworkCloudlet(2, vmList.get(2)); 

        cloudletList.add(cloudlet2); 

        NetworkCloudlet cloudlet3 = 

createNetworkCloudlet(3, vmList.get(3)); 

       cloudletList.add(cloudlet3); 
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        NetworkCloudlet cloudlet4 = 

createNetworkCloudlet(4, vmList.get(4)); 

       cloudletList.add(cloudlet4); 

        NetworkCloudlet cloudlet5 = 

createNetworkCloudlet(5, vmList.get(5)); 

        cloudletList.add(cloudlet5); 

        NetworkCloudlet cloudlet6 = 

createNetworkCloudlet(6, vmList.get(6)); 

         cloudletList.add(cloudlet6); 

        NetworkCloudlet cloudlet7 = 

createNetworkCloudlet(7, vmList.get(7)); 

         cloudletList.add(cloudlet7); 

        NetworkCloudlet cloudlet8 = 

createNetworkCloudlet(8, vmList.get(7)); 

         cloudletList.add(cloudlet8); 

        NetworkCloudlet cloudlet9 = 

createNetworkCloudlet(9, vmList.get(8)); 

         cloudletList.add(cloudlet9); 

        NetworkCloudlet cloudlet10 = 

createNetworkCloudlet(10, vmList.get(8)); 

         cloudletList.add(cloudlet10); 

         

        Appendix E: executing, sending and receiving 

tasks  

        addExecutionTask(cloudletList.get(0)); 

        addExecutionTask1(cloudletList.get(1)); 

        addExecutionTask1(cloudletList.get(2)); 

        addExecutionTask1(cloudletList.get(3)); 

        addExecutionTask1(cloudletList.get(4)); 

        addExecutionTask1(cloudletList.get(5)); 

        addExecutionTask1(cloudletList.get(6)); 

        addExecutionTask1(cloudletList.get(28)); 

        addExecutionTask1(cloudletList.get(27)); 

        addExecutionTask1(cloudletList.get(29)); 

 

     addSendTask(cloudletList.get(0), 

cloudletList.get(1)); 

     addSendTask(cloudletList.get(0), 

cloudletList.get(2)); 

     addSendTask(cloudletList.get(0), 

cloudletList.get(3)); 

     addSendTask(cloudletList.get(0), 

cloudletList.get(4)); 

     addSendTask(cloudletList.get(0), 

cloudletList.get(5)); 

     addSendTask(cloudletList.get(0), 

cloudletList.get(6)); 

    addSendTask(cloudletList.get(0), 

cloudletList.get(29)); 

    addSendTask(cloudletList.get(0), 

cloudletList.get(27)); 
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    addSendTask(cloudletList.get(0), 

cloudletList.get(28)); 

  addReceiveTask(cloudletList.get(1), 

cloudletList.get(0));       

  addReceiveTask(cloudletList.get(2), 

cloudletList.get(0)); 

  addReceiveTask(cloudletList.get(3), 

cloudletList.get(0)); 

  addReceiveTask(cloudletList.get(4), 

cloudletList.get(0)); 

  addReceiveTask(cloudletList.get(5), 

cloudletList.get(0)); 

  addReceiveTask(cloudletList.get(6), 

cloudletList.get(0)); 

} 


